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About Cost Advisors and the SOX lllustrated book:

In 1999, Bill Douglas formed Cost Advisors in March 1999 to assist companies with financial-
projects. Cost Advisors originally helped companies grow their bottom-line by showing them how to
run more efficiently. Since inception, Cost Advisors consultants have successfully completed over
three dozen projects of various types.

With the passage of the Sarbanes-Oxley Act, Cost Advisors clients asked for help with their
Sarbanes-Oxley compliance projects. Since April 2003, Cost Advisors has been performing
Sarbanes-Oxley work exclusively, including work for some of the most prominent companies in the
Greater-Portland area. Cost Advisors, Inc. has also developed a free software application called
SarbOxPro®, to assist companies with their Sarbanes-Oxley projects. The software can be
downloaded at http://www.sarboxpro.com, and Cost Advisors has consulted with SarbOxPro
customers nationwide.

Bill Douglas started Cost Advisors, Inc. with a broad background in financial consulting. Bill is a
Certified Public Accountant (CPA) in Oregon and Pennsylvania, with practice privileges in
Washington and California as well. He is also a Certified Internal Auditor (CIA) and a Certified
Fraud Examiner (CFE). In addition to his background in accounting and auditing, Bill also brings a
wide knowledge of IT systems to Cost Advisors, Inc. He is a Microsoft Great Plains Certified
Installation Specialist, Certified Accounting Applications Specialist, and Partner. Bill's combined
management experience in accounting, IT systems, sales, and marketing underlie the material in
presented here.

This book came about because, aside from winning the lottery, there is no way to avoid
Sarbanes-Oxley. While unavoidable, Sarbanes-Oxley is simple to understand. Cost Advisors, Inc.
has a good conception of what works and what does not work because the company has been
exclusively doing Sarbanes-Oxley work since the passing of the Act.
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Best Practices

How to Use This Book

Before getting started, the reader should note some important keys to using this book. The red
star (see the image above) indicates a fAbest
have this star on them. Best Practices are important because they save time and money in the
Sarbanes-Oxley process.

This book relies on real-life case studies that have been adapted from Cost Advisors, Inc.'s
vast SOX experience. The book follows various case studies through the Sarbanes-Oxley process,
from planning to documentation, testing, and testing exceptions.

Because the Sarbanes-Oxley compliance process involves many different members of the
project team, and participants both inside and outside the public company under review, this book
wi || use the word fAauditoro to refer to t home
cases be an employee of the company, and an external consultant in others. As they come up in
the text, the book will note the specific functions for which the Sarbanes-Oxley Act requires the
services of an external auditor.

Additionally, this book will use the abstract pronoun fdAheo
no way implies a corresponding gender for the auditor, but rather reflects prevailing grammatical
standards. The key to effective Sarbanes-Oxley compliance is selecting a highly qualified project
team. Whether team members are consultants or employees, their credentials and experience
should override gender.

The Cost Advisors, Inc. Commitment

Cost Advisors, Inc. is committed to helping companies and consultants comply with Sarbanes-
Oxley. Toward that goal, this book includes a 100% collective effort. Upon finishing this manual, the
reader will know how to run a Sarbanes-Oxley project and have a little fun along the way. It only
takes a bit of the reader’s participation in the materials.

The goal of the book is to help readers save time in their SOX compliance efforts by planning,
organizing and executing their SOX compliance in the most efficient way possible. Doing SOX
properly can prevent companies from larger problems, such as misstatements and restatements,
and even in preventing fraud. Companies can also get reliance from their external auditor and
reduce their external audit fees.
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Introduction

Overview of the Book

Chapter one starts by reviewing the origins of the Sarbanes-Oxley Act (also called SOX for
short) and the context of its passage through Congress. Next, the chapter explores the important
Sarbanes-Oxley rules defined by the Securities & Exchange Commission (SEC), the Committee of
Sponsoring Organizations of the Treadway Commission (COSO), and the Public Company Auditing
Oversight Board (PCAOB). This review outlines each governing body and its role within SOX.
Chapter one concludes by explaining deficiencies, which the Sarbanes-Oxley Act was designed to
minimize as a means of restoring investor confidence.

Having reviewed the rules established by the SEC, COSO and PCAOB for Sarbanes-Oxley
projects in chapter one, chapter two focuses on Scope, Schedule, and Resources. In short, the
reader will learn how to determine the elements to include in a Sarbanes-Oxley project. Project
planning is an essential first step to successful completion of an audit.

Chapter three examines risk analysis and controls. Part one of chapter three examines in
greater depth the best techniques for analyzing risks and controls within business processes. The
chapter begins with a detailed look at entity-level controls. This is followed by a description of how
to develop flowcharts of business processes. Then the chapter will look at a case study and build a
sample flowchart.

Part two of chapter three will focus on risk and control matrices and assertions. Starting from
assertions, the reader will learn the method for developing a risk and control matrix as a means of
accurately identifying all the relevant risks and appropriate controls. Next, part two will examine the
importance of company level controls in relation to the risk and control matrix. Then this section will
explore techniques for identifying the best controls. Finally, the chapter will conclude by developing
a risk and control matrix for the ongoing case study of the expenditures cycle.

Chapter four focuses on writing and implementing test plans. The discussion begins with an
analysis of the difference between risks inherent in business processes and the risk of control
failure. This analysis is followed by an explanation of the heat sheet, a graphical method for
representing requirements for testing based upon these risks. The second half of the chapter
examines a risk based approach to testing. This section covers determining risk factors for both
inherent process risks and risks of control failure through a rigorous, methodical method
documented through the use of a spreadsheet. Finally, the chapter summarizes the risk-based
approach, describing the judgments the auditor must make concerning testing standards within the
framework of the given company's processes and controls.

Chapter five examines three approaches to evaluating the IT infrastructure or IT General
Controls (ITGC). The chapter begins with a short review of the standards that have been developed
for IT infrastructure. It continues with an outline of the most important IT controls. Lastly, the
chapter finishes with a technique for analyzing segregation of duties problems in relation to IT
systems.

Chapter six explains differences between various software tools that can help the auditor
conduct a Sarbanes-Oxley project.

The final chapter summarizes the major concepts covered in the book.







Chapter 1:

A Review of Sarbanes-Oxley Rules
from the SEC, COSO, and PCAOB

Part 1: A Review of the Sarbanes-Oxley
Act
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PCAOB Rules

Paul S. Sarbanes Michael G. Oxley
Ret. Senator from Maryland Ret. Congressman from Ohio
Athletic Scholarship to Princeton Former Special Agent of the FBI
Rhodes Scholar Attorney by Profession
Harvard Law School

Who Wrote Sarbanes-Oxley?

The pictures above show Senator Paul S. Sarbanes of Maryland (ret.) and Congressman Michael G.
Oxley of Ohio (ret.), the namesakes of the Sarbanes-Oxley Act. Both finished their terms in 2006.
Interestingly, the two writers of Sarbanes-Oxley are not accountants but lawyers.

When Senator Sarbanes and Representative Oxley retired, many in the business world speculated that
Congress would water down the Act as soon as its authors left office. Some people also thought that small
companies might be granted an exemption from complying. None of this speculation came to pass, and in
fact, Democrats, now in control of Congress, will probably not make changes that would weaken the Act.
Now, many additional companies and non-profit organizations are applying a risk-based approach and
control mechanisms. Application of a risk-based approach is not called Sarbanes-Oxley, but Sarbanes-Oxley
started this trend.
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In Perspective
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Leading up to Sarbanes-Oxley

In the wake of financial scandals in 1999 through 2001, most notable, Enron, MCI WorldCom,
HealthSouth, Adelphia, and Tyco, the US government took action to improve corporate accountability and
governance. This took the form of Sarbanes-Oxley Act of 2002. However, the majority of government
prosecutions for wrongdoing, related to the pre-SOX financial scandals listed above occurred under the
existing securities laws prior to the Sarbanes-Oxley Act.

The chart above shows a perspective of what happened in the stock market that led to the passage of
the Sarbanes-Oxley Act. The chart plots the Dow Jones Industrial Average from 1957 to 2006 and indicates
a clear fall off in the market between 1999 and 2002. While irrational exuberance and overpriced stocks
caused some of this dip in the market, low investor confidence led to a good portion of it. Not a lack of
confidence in a few companies, this was a general lack of confidence in the market as a whole. The
overarching goal of the Sarbanes-Oxley Act was to restore investor confidence in the market.

Many people wonder if Sarbanes-Oxley was an overreaction. Other critics speculate as to whether or
not the Act will prevent the same situation from developing again. It is impossible to know whether
Sarbanes-Oxley was an overreaction or if it will prevent future losses of confidence. However, the Act did
accomplish the goal of restoring investor confidence. The Sarbanes-Oxley Act did pull the market out of a
trough and head it toward new record highs.

A close look at this graph shows that the Sarbanes-Oxley Act was passed near the bottom of the market
fall-off caused by lack of investor confidence. Just after that, the SEC published its Sarbanes-Oxley rules,
and investors started to regain confidence. The newfound sense of confidence in turn led to a new rise in the
market. Not all of the credit can be given to the Sarbanes-Oxley Act, but it did have an important influence.
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Fraud and Errors

Fraud

Asset Corruption Fradulent
Misappropriation Statements

The median loss due to fraud for all U.S. companies, both publicly traded and private, was $159,000 in
2006. One fourth of these cases caused at least $1 million in losses for the company. U.S. organizations
lose approximately 5% of annual revenues due to fraudulent activity. This number is validated every 2 years
by the Association of Certified Fraud Examiners. The ACFE takes a poll of about 1,000 fraud examiners and
the cases they work with to determine this estimate. If you were to multiply the 5% by the U.S. gross
domestic product you would come up with $652 Billion lost to fraud. Most occupational fraud schemes
involved either the accounting department or upper management. Fraud involving upper management tends
to produce larger losses. This estimate is only based on the reported cases of fraud, most companies keep
fraudulent activity quiet because they do not want the negative publicity. The percentages in the graph
above do not equal to 100% because most cases of fraud involve more than one of the three categories.
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Restatements
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The number of companies restating financial results rose sharply in the wake of the Sarbanes-
Oxley Act. 2004 was the first year companies were required to comply and in 2005 the number of
restatements rose sharply. There are 10,000-11,000 public companies in the U.S. and 1,800 had
restatements (18%) in 2006. Only half of these companies are accelerated filers and required to have an
external audit for SOX. The other half, the non-accelerated filers, is required to do an internal audit for their
SOX projects. In 2009 these non-accelerated filers are required to be externally audited for SOX
compliance. It is expected that the number of restatements will increase again due to these small
companies.
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The Sarbanes-Oxley Act of 2002

The Sarbanes-Oxley Act of 2002

Here is the Sarbanes-Oxley Act of 2002. At least, that is its short title. For ease of discussion, this book
will abbreviate the title to the Sarbanes-Oxley Act, Sarbanes-Oxley, SOX, or the Act.

One Nundred Seoventh Congress
of the
Mnited States of America

AT THE SECOND SESSION

Begun and held at the City of Washington on Wednesday,
the twenty-third day of January. two thousand and neo

An Act

To protect investors by improving the accuracy and reliability of corporate disclosures
made pursuant to the securities laws, and for other purposes.

Be it enacted by the Senate and House of Representatives of
the United States of America in Congress assembled,
e LN 1 SHOB T TITT E_ T AR E OE CONTENIS
(a) SHORT TITLE.—This Act may be cited as the “Sarbanes-
Oxley Act of 2002”.
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Sarbanes-Oxley Act of 2002

Contents

The Act is comprised of 11 Titles:

- Title I = Public Company Accounting OversightBoard (PCAOB)
Establishment, Auditing and Accounting Standards

- Title 1= Auditor Independence Has the biggeSt

Setsforth required actions by external auditors and audit committee imPaCt on pUb“C
- Title lll=Corporate Responsibility companies

SECTION 404: MANAGEMENT ASSESSMENT OF INTERNAL CONTROLS

Title VI = Commission Resources and Authority
Authorizations, qualifications

- Title VII=5tudies and Reports
Creditratings, violators, etc
- Title VIl = Corporate and Criminal Fraud Accountability
Providestougher criminal penaltie s for defrauding shareholder, altering docs, ete
- Title IX= White-Collar Crime Penalty Enhancements
Enhanced penalties for certain whitz-collar crimes {i.e., mail/wire fraud)
- Title X= Corporate Tax Returns

—  Title XI= Corporate Fraud and Accountability
Finesor imprisonment with regardsto certain other matters involving corporate fraud

The PCAOB

Although Sarbanes-Oxley is not complicated, it does require knowledge of an entirely new vocabulary.
The first term is PCAOB; everyone wdboo owodr kbsu twiitth
for the Public Company Accounting Oversight Board. The PCAOB is a five-member organization formed out
of the Sarbanes-Oxley Act. On an interesting note, only two of the members can have been public
accountants. At the time the Act was passed, legislators had a strong desire to limit the influence of the
accounting profession.

Sarbanes-Oxley requires auditors of existing public companies to register with the PCAOB. Auditors
have 180 days to register so that the PCAOB can in turn review them. Once an auditor performs an audit,
the PCAOB is authorized to examine that auditor's work. The PCAOB process established review system for
auditors; however, unlike other peer review systems, the PCAOB publishes its findings on the PCAOB
website.

iSO Xt hper «
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Importantly, the PCAOB also conducts annual reviews of auditing firms that perform more than 100
audits of public companies in a year. The PCAOB conducts reviews every three years for firms performing
fewer than 100 audits of public companies each year. This list of links to the PCAOB inspection reports of
individual audit firms can be found on the PCAOB website.

Public companies pay for PCAOB reviews through a tax; auditors (currently large accounting firms) do
not. This tax, based upon market capitalization of the public companies, covers the major part of the
PCAOB's $144 million budget. Auditors only pay a registration fee that covers the cost of processing their
application (to be external auditors of public companies) totaling $40,000, only a very small portion of the
budget. The remainder of the budget ($134 M) is funded by public companies. T h e P C A O Balcdlatian x 0
on public companies is as follows:

PCAOB Annual Budc % Public Company Market Capitalizati

Total Market Capitalization ( = PCAOB"Ta

(1) US Companies with Market Capitalization > $2

Despite receiving partial funding through a tax on public companies, the PCAOB is not a governmental
entity; it is a non-profit organization. The PCAOB reports to the SEC but is not funded by revenue from
individual taxpayers. As such, PCAOB operations are supported by the public companies it oversees,
keeping it separate from the government. However, while the PCAOB is not a government entity, it must
have SEC approval before publishing any findings.

Public Company Records

One of the most important aspects of SOX compliance is that companies must keep their own records
concerning their internal control structure. For example, if a company had fraud that was properly recorded i
someone debited expense and credited cash, and it was material fraud, it would be a problem under the Act.
The mere fact of fraud, even with properly recorded transactions and correct financial statements, indicates
an internal control weakness, and SOX considers this a problem.

External auditors often bring up this type of properly recorded fraud in discussions about the scope of
Sarbanes-Oxley. Controls that ensure correct financial statements are well within the scope of the Act.
Companies must record receipts and expenditures according to management's authorization. If someone
commits fraud or even if they make a purchase for the company without having the authority to make that
purchase, an internal control problem exists according to SOX. For example, a company has an internal
control problem if somebody in IT buys a big mainframe without the board or top management delegating
the authority for that purchase to the IT department.

Although examples like this one might seem beyond the scope of Sarbanes-Oxley, they actually fall
within its purview. The Act requires consideration of management's authorization for each action taken on
behalf of the company, even when financial statements are correct.

Auditor Independence

Sarbanes-Oxley also established new rules for keeping auditors independent from the public companies
they are reviewing. For example, one of the big problems with the Enron scandal was that Enron was paying
Arthur Andersen about $50 million a year for consulting and about $18 million a year for the audit. Although
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Arthur Andersen was acquitted, a conflict of interest was highly possible since they were earning more for
consulting than for auditing. This arrangement might create the perception that Arthur Andersen would not
want to jeopardize its $50 million consulting fee because of a damaging audit. In order to avoid such
conflicts of interest, public accounting firms are no longer permitted to perform tasks that conflict with
external audit services. Auditors can no longer do bookkeeping, they cannot keep any records, and they
cannot design or set up financial information systems for the client. These rule changes are important
because around 1999-2000, accounting firms viewed audits as a commodity. That is to say, firms used
audits to develop relationships with clients in order to get IT systems or consulting contracts. Under
Sarbanes-Oxley, firms can no longer use audits in this manner.

Auditors are forbidden from performing other functions for their clients as well. Auditors cannot do
appraisals, valuations, or actuarial work. They can no longer do the internal audit and the external audit;
they cannot be a broker-dealer; they cannot carry out human resources or other management functions; and
they cannot perform legal services.

Accounting firms may still provide some tax services for the clients they audit. One additional loophole
also exists: auditors can perform some functions if the company's Board of Directors approves them. In
terms of compliance, it is very important to ensure that auditors are not performing any of the prohibited
services for companies they are auditing, and if they are offering other services, like tax advice, that they
have the PCAOB's approval to do so.

Audit Partner Rotation

In addition to keeping a separation between accounting firms and consulting tasks performed for public
companies, Sarbanes-Oxley also requires that audit partners rotate every five years. Furthermore, auditors
must wait at least one year after the audit before going to work for clients as CEO, CFO, Controller, or Chief
Accounting Officer.

Audit Committees

The passage of the Sarbanes-Oxley Act also caused a rush to find financial experts because it required
the presence of at least one CPA or financial expert on the audit committee of the Board of Directors of each
public company. Only about 20,000 people participate on Boards of Directors, and some of these people sit
on as many as 10 boards. However, very few board members are CPAs or financial experts. As a result, the
Act led to a scramble, not only to set up audit committees on Boards that did not have them, but also to find
financial experts, who are still in short supply among board members.

Section 3027 the Heart of Sarbanes-Oxley

Section 302 deals with the quarterly compliance measures in Sarbanes-Oxley as well as with changes
of internal control. At its root, section 302 requires companies to disclose any changes they have made to
their internal control structure. Even positive changes to internal controls must be reported, although
companies usually do not do so.

While section 302 is very similar to section 404, the main point the reader should take from 302 is that
company executives are required to note any changes to internal controls and any new monitoring
mechanisms put in place to ensure the proper function of those controls. Executives must note new controls
and monitoring mechanisms in every financial report (10-Q and 10-K).
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Most public companies were not prepared for quarterly certification of changes. This testing process is
expensive, and some companies limit costs by targeting only the highest risk controls for testing every
quarter or every other quarter. These companies then supplement the limited testing with confirmation
reports from department managers such as the head of payroll, the head of A/P, the head of order entry, and
the fixed asset manager who attest that there are no weaknesses or changes in controls. Having these
confirmation reports provides greater security for the CFO and CEO who must sign off on Section 302 each
quarter.

Those who work closely with SOX call these department mana
another important term to learn. For example, instead of saying, "The AP manager is the department
manager of accounts payable," one would say, "The AP manager is a process owner." These sentences
mean the same thing; the process owner manages a department in which financial activities and controls
occur.

Additionally, accounting firms auditing public companies must keep their work papers for five years after
the audit, and the public companies themselves are required to keep their SOX compliance materials for
seven years. This regulation was included in the Act to prevent situations like the Enron scandal where all of
the audit materials were shredded shortly after completion of the audit. Requiring the storage of work papers
also has important implications for IT: for example, email systems need backed up and the tapes kept for 5
years.

SEC. 404. MANAGEMENT ASSESSMENT OF INTERNAL CONTROLS.

(a) RULES REQUIRED.—The Commission shall preseribe rules
requiring each annual report required by section 13(a) or 15(d)
of the Securities Exchange Act 0? 1934 (15 U.S.C. 78m or 780(d))
to contain an internal control report, whlch shall—

(1) state the I'EE[]GIlSlbIl]lth of management for establishing
and maintaining an adequate internal control structure and
pmcedures for financial reporting; and

2) contain an assessment, as of the end of the most recent
ﬁacal ar of the issuer, of the effectiveness of the internal
control structure and prﬂcedures of the issuer for financial
reporting.

(b) INTERNAL CONTROL EVALUATION AND REPORTING.—With
respect to the internal control assessment required by subsection
(a), each registered public accounting firm that prepares or issues
the audit report for the issuer sha]lgattest to, and report on, the
assessment made by the management of the issuer. An attestation
made under this subsection shall be made in accordance with stand-
ards for attestation engagements issued or adopted by the Board.
Any such attestation shall not be the subject of a separate engage-
ment.

Also, officers and executives can no longer borrow money from the company. This rule was
i mpl emented to prevent future abuse of what had been a rash

10



Chapter 117 SEC, COSO, &

PCAOB Rules

(a) RULES DEFINING “FINANCIAL EXPERT”—The Commission
shall issue rules, as necessary or appropriate in the public interest
and consistent with the protection of investors, to require each
issuer, together with periodic reports required pursuant to sections
13(a) and 15(d) of the Securities Exchange Act of 1934, to disclose
whether or not, and if not, the reasons therefor, the audit committee
of that issuer is comprised of at least 1 member who is a financial
expert, as such term is defined by the Commission.

(b) CONSIDERATIONS.—In defining the term “financial expert”
for purposes of subsection (a), the Commission shall consider
whether a person has, through education and experience as a public
accountant or auditor or a principal financial officer, comptroller,
or principal accounting officer of an issuer, or from a position
involving the performance of similar functions—

(1) an understanding of generally accepted accounting prin-
ciples and financial statements;

(2) experience in—

(A) the preparation or auditing of financial statements
of generally comparable issuers; angrrl

(B) the application of such principles in connection
with the accounting for estimates, accruals, and reserves;
(3) experience with internal accounting controls; and
(4) an understanding of audit committee functions.

Section 404

These 167 words created all the work mandated by Sarbanes-Oxley. As mentioned above, the goal of
the Act was to restore investor confidence. Before SOX, CEOs and CFOs were placing the blame for
financial reporting problems on their subordinates. SOX requires that the CEO and CFO accept
responsibility and not attempt to place it on the controller, accounting manager or any other employee. This
acceptance of responsibility is not only a matter of signing off on the reports, but also requires documenting
the controls and testing them too. Ensuring that the company has documented and tested all controls to
verify that they function properly is the essence of Section 404.

Financial Experts

The Sarbanes-Ox | ey Act refers quite often to Afinanci

through either education or experience, has an understanding of generally accepted accounting principles
(GAAP) and financial statements. Experience may include public accounting or auditing (the Act does not
specify CPA), or working as a principal financial officer or controller of an issuer (i.e. a public company).
Financial experts are also required to have experience preparing or auditing financial statements of public
companies that are similar to their own company. Finally, financial experts are required to apply accounting
principles for estimates, reserves, accruals, and all typical procedures performed by a controller, accounting
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780(d)) and that information contained in the periodic report fairly
presents, in all material respects, the financial condition and results
of operations of the issuer.
“(c) CRIMINAL PENALTIES.—Whoever—
“(1) certifies any statement as set forth in subsections
(a) and (b) of this section knowing that the periodic report
accompanying the statement does not comport with all the
requirements set forth in this section shall be fined not more
than $1,000,000 or imprisoned not more than 10 years, or
both; or
“(2) willfully certifies any statement as set forth in sub-
sections (a) and (b) of this section knowing that the periodic
report accompanying the statement does not comport with all
the requirements set forth in this section shall be fined not
more than $5,000,000, or imprisoned not more than 20 years,
or both.”.
(b) CLERICAL AMENDMENT.—The table of sections at the begin-
ning of chapter 63 of title 18, United States Code, is amended
by adding at the end the following:

“1350. Failure of corporate officers to certify financial reports.”.

manager, or CFO. Within these procedures, the financial expert must also have experience with internal
controls and understand audit committee functions.

Penalties

Any CEO or CFO who signs off on reports that do not comply with SOX requirements is subject to a fine
of $5 million and a 20-year prison sentence. To date, however, no one has received the maximum penalty.
Some of those charged have been acquitted. One clear example of such an acquittal is the case of Richard
M. Scrushy of HealthSouth Corporation. HealthSouth is a rehab hospital chain that allegedly overstated its
earnings in its effort to beat analysts' estimates. Scrushy had signed an attestation of responsibility, but was
acquitted by a jury, avoiding the $5 million fine and 20 years in jail.
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SEC vs. PCAOB

PCAOB

Public Compary Accourting Oversight Bourd

Public External

Company Auditor

PCAOB and Auditing Standards

Another important term that comes out of Sarbanes-Oxley is the Auditing Standard (AS). The AS is the
main PCAOB document that regulates the accounting firms auditing public companies. Auditors pay close
attention to these statements published by the PCAOB. In fact, some try to predict the PCAOB's next
pronouncement. Following these pronouncements is the way auditors keep up with the PCAOB's
recommendations. The original SOX pronouncement was AS No. 2, and the most current pronouncement as
of this printing, is AS No. 5, published in May 2007.

The SEC sets regulations for public companies, as it always has. The PCAOB was formed to review
external auditors, not public companies; this would simply duplicate the role of the SEC. However, when the
PCAOB publishes a new Auditing Standard, the SEC publishes the same information for public companies.
The PCAOB version is usually more detailed than the SEC version.

Public companies have taken to reading the PCAOB version of each new pronouncement first, since it
will tell them about the information auditors will need. Reviewing the SEC version is a second step. Public
companies now not only need to be aware of SEC information, but also of PCAOB Standards as well.
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Small Public Companies and PCAOB Auditing Standards

Because of the effort and expense involved in compliance with Sarbanes-Oxley, many groups lobbied
the SEC and the PCAOB for changes. Chief among these groups were small public companies, which
devote a disproportionate amount of their profit to the review process in comparison to their larger peers.

AS No. 5 is not the first reduction to requirements for auditors. Those familiar with internal audits will
understand the different types of evidence required for testing: inquiry, observation, corroboration,
examination of evidence, or re-performance. Each of the five levels of evidence provides greater accuracy
than the previous one. Some of the original PCAOB auditing standards approved of inquiry and observation
as sufficient methods. However, public companies ran into conflicts if they were unable to provide evidence
of inquiry or observation to external auditors. Auditors, new to the SOX process, were charging by the hour
rather than by the project, and at the same time would not accept a lower testing standard because of the
PCAOB oversight to which they are now subject. The culture surrounding SOX audits is changing slowly, but
AS No. 5 attempts to clarify requirements regarding the top-down, risk-based approach, external auditor
reliance, the definition of material deficiency and other matters.

Section 404 Scope

Annual Report of effectiveness of ICFR
A ickdo i f er
A ICFR= Internal Controls over Financial Reporting

Scope:
i Detailed, accurate records to reflect transactions

and dispositions
Transactions roll up to Financial Statements
which comply with GAAP
Management has authorized receipts and
expenditures
Prevent or Detect unauthorized acquisition, use
or disposition i IF MATERIAL

Internal Controls Over Financial Reporting
(ICFR)

The next important acronym comingoutof SOX i s | CFR; pronounced dAick'’

Controls over Financial Reporting. ICFR covers important aspects of section 404. First, as mentioned above,
public companies must keep their own records. Secondly, transactions must roll up to financial statements
that comply with GAAP. Thirdly, management must authorize all receipts and expenditures. As in the earlier
example, even properly recorded fraud not authorized by management, must be noted as a deficiency under
section 404.

Lastly, the company must also protect its assets. As in the example used earlier, a company acquiring or
disposing of assets must protect them. Hard assets such as inventory must be kept locked up; hard assets
that are not securely stored present control deficiencies.

These four aspects are important. Auditors working with SOX will demand more than just correct
financial statements.
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The COSO Cube

| Information &
Communication

trof Activities

Hisk Assessment

Control Environment

The COSO Cube

Yet another term important to Sarbanes-Oxley is the Committee of Sponsoring Organizations (COSO)
cube. The diagram above shows the original COSO cube, developed in 1985 by the Treadway Commission;
current versions of the cube include more concepts. The COSO cube seems complex, but in essence, it is
composed of just five ideas. The first concept is the Control Environment. Located at the base of the cube,
the Control Environment simply means that if the company is not honest and ethical, none of the rest of the
cube matters. For the sake of simplicity, the Control Environment will be used synonymously with company
l evel control s, entity |l evel control s, and fAtone
cheating, or stealing within the company, especially among executives.

The next l evel of the cube is Risk Assess mebaged
appr oac h-based @proachsnieans attempting to account for all potential problems. Proper technique
for anticipating potential problems will be covered later in this book, but for now, the question to keep in mind
is, fiwhat are all the things that could go wron
concern financial statements; problems can occur with safeguarding assets or with management
authorization.

The third layer of the COSO cube is Control Activities. Control Activities are the measures taken to
ensure that anticipated problems do not occur. These Control Activities correspond to the issues raised
during the Risk Assessment.

The relationship between the bottom three elements of the COSO cube is clear, but the next two layers
often get left out. They are usually only dealt with in an indirect way. The fourth part of the COSO cube,
Information and Communication, means understanding how information passes from person to person, and
from department to department within a company. Specifically, it involves understanding how employees
transmit information about problems. For example, if an employee finds that a bank account does not
reconcile, examining information and communication requires identifying the people who are told about the
problem and the information that gets passed along; in short the procedures for reporting and documenting
issues. Just after Sarbanes-Oxley was passed, companies wrote out narratives to explain Information and
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Communication procedures; however, using flowcharts offers a much better way to document information
and communication processes (Chapter 3 describes flowchart development).

The final layer of the COSO cube is Monitoring. Monitoring requires devising means of testing control
procedures to ensure that they actually work as planned. Mechanisms include internal auditors, the SOX
procedures themselves, and IT system monitoring. While SOX does not deal directly with Information and
Communication or Monitoring, these aspects are integrated into the Act.

The side of the COSO cube states that the considerations on the front of the cube must be applied to
every process (units and activities) and location in the company. The auditor must consider parents,
subsidiaries, sales offices, and stores i all of the units or operating units that have controls placed upon
them and where financial reporting risks could occur. Chapter 2 covers the issue of scope, but the audit
must not be restricted to the company headquarters.

The top of the COSO cube shows the areas it addresses. As mentioned above, COSO was started in
1985 when 12 accounting firms organized in response to corporate scandals in the late 1970s. They wrote
an internal control standard as a way to structure thinking about audits. This standard, the COSO Cube, was
designed to ensure that not only were financial statements correct, but also that operational controls
complied with policies. Internal auditors today must still examine operational controls because non-
compliance with policies can have serious financial implications due to lawsuits and fines. However, while
COSO covers operations, financial reporting, and compliance with laws, SOX only deals with financial
reporting (as well as management authorization and safeguarding assets).

Sarbanes-Oxley Section 404
COSO Objectives vs. Section 404

Section 404

Scope
Financial

Reporting

Operations
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Section 404 Scope

The diagram above shows the elements from the top of the COSO cube in a different format.
Sometimes financial reporting does affect operations. Take for instance, inventory, which falls under financial
reporting and operations. On the diagram, inventory would lie in the area at the intersection of the two
respective circles, and thus within the scope of SOX. Other risks that might crop up under operations, such
as building a product that no one wants to buy, do not fall under financial reporting and thus are beyond the
scope of SOX.

On the other side of the diagram, there are laws that fall under financial reporting as well, such as the
Securities Exchange Act. These laws would fall within the scope of SOX since they concern financial
reporting. Other laws, concerning environmental protection or hiring for instance, do not influence financial
reporting, and thus are outside the purview of SOX.

While the borders between what falls under financial reporting and what does not are murky, the auditor
aims to deal only with those related areas of operations and regulations that fit squarely within financial
reporting. The SOX project is large enough already that the public company cannot deal with the gray area
at the fringes. The auditor's focus must be ensuring correct financial reporting, management authorization of
transactions, and safeguarding assets. The reader should note that limiting the scope of an audit is essential
to running an effective project.

COSO Small Business Guidance

lcoso,

COSO Small Business Guidance R i
Guidance for Smaller Public Companies

Volume | : Executive Summary

Internal Control over Financial Reporting-
Guidance for Smaller Public Companies

19



Chapter 117 SEC, COSO, &

PCAOB Rules

COSO and Small Public Companies

Many small company officers have argued that SOX treats small public companies unfairly because
they have smaller profits than their larger counterparts but just as many processes to document and test.
The SEC responded to this argument by forming a Small Business Advisory Committee to study how SOX
should be implemented for small public companies. At the end of a yearlong study, the Small Business
Advisory Committee recommended that small companies be exempt from SOX. However, the SEC rejected
this proposal, so for now, small public companies must still comply.

COSO, which devised the original internal controls adopted by public companies, published the Small
Business Guidance manual, pictured above, in mid 2006. Small companies complying with SOX should buy
a copy of this manual. The PDF version is available for download from http://www.cpa2biz.com and includes
three PDF volumes and one MS Word template for SOX projects. The Small Business Guidance is a great
guide with many practical suggestions. Because COSO set the original standards for internal controls,
external auditors will usually accept these recommendations for limiting the scope of a project.

20



Chapter 17 SEC, COSO, &

PCAOB Rules

Sarbanes-Oxley Section 404

Overview

1  Will review documentation and testing
1 Will perform tests of their own
1 Will write an opinion

1 CFO & CEO: The business has documented key
Management internal controls over financial reporting

Assertion 1 They have tested to ensure that controls are working

. The actual work of Section 404
Documentation & 1

Testin
9 1 Adopted by most companies
9 Defines the standards we adhere to
and how we organize our work

Internal Control Framework
(COSO)

Summary: Internal Control

The pyramid shown above summarizes the material covered so far. Sarbanes-Oxley mandates that
companies required to comply with the Act must choose an internal control standard. Probably 99% of all
companies have chosen the COSO standard because it is the only standard in the United States. There is a
Canadian standard called COCO (COCO is not a misspelling of COSO, it refers to the Canadian standard).
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Intro- Gaps & Deficiencies

Gaps & Deficiencies

. 3 levels of identified gaps: deficiencies, significant deficiencies and
material weaknesses

. Gaps may be identified during documentation, internal testing, or
external auditor testing

Judgmental materiality

Significant Deficiency Material Weakness

Reportable in writing to Disclose to Shareholders
managementand the
Reasonably Audit Committee by
Possible independent auditors

Control Deficiency

Reportable in writing to
managementby auditors

Remote

Inconsequential ———> Merits Attention ———>Material

Deficiencies, Significant Deficiencies and Material
Weaknesses

As in a traditional audit, SOX audits are based on materiality. A traditional or substantive audit considers
an amount on a balance sheet and tries to determine whether it is material. With SOX, the auditor examines
the amount of materiality that flows through a process, not necessarily the balance in an account. The
process, and its relationship to a chart of accounts, is most important here. The difference between a
process and a general ledger account will be described below. The reader already undoubtedly knows what
a trial balance and a chart of accounts are.

A process consists of job activities involving transactions that will ultimately be reported in the
company's financial statements. Like water flowing in a stream, one can measure the annual volume of
transactions involved in a given process. Taking payroll as an example, the SOX auditor can easily find out a
company's annual payroll figure. The auditor then compares annual payroll with the materiality at the
company (while payroll might not be material, that is an unlikely situation). There will however be some
activities that are not material. For instance, company travel and entertainment expenses may not be high
enough to be material. This is to say that materiality varies for each individual company. SOX auditors use
the same standard for materiality as in a substantive audit, although this is not necessarily the same
standard for materiality as in an internal audit.
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The top of the diagram above contains three blocks (ignoring for a moment the part labeled control
deficiency at the bottom). These blocks indicate the three levels of problem severity under SOX: deficiency,
significant deficiency, and material weakness. Deficiencies fall into the green block at the left, significant
deficiencies into the central yellow block, and material weaknesses into the blue block at the right. The
difference in severity is based upon the dollar amount of the problem that has been discovered.

On a related note, those experienced with SOX refer to a significant deficiency as an ASDo and
materi al weakness as an fiMW. 0

If the auditor finds significant deficiencies (SDs), he must inform the audit committee. If the auditor finds
material weaknesses (MWSs), the company must notify shareholders as well. As a result, it is not a good
practice to set a fixed line between SDs and MWs. A public company does not want to start a SOX project by
stating an absolute materiality; rather the company should start with a judgment materiality. This gives the
company some latitude to consider the circumstances surrounding the findings.

Because problems change from deficiency to SD to MW based upon the dollar amount involved, the
bottom part of the chart becomes important. If a problem turns out to be material, but the likelihood of its
occurrence is remote, it remains a deficiency. That is to say, if the dollar amount is large, but the probability
is remote, the problem remains a deficiency.

New PCAOB Standard

New PCAOB Standard

Top Down approach Re-Emphasized

- Company level Controls can substitute for Process Level Control

- Look for Management Override

Risk-based approach re-emphasized

- Risk exists without misstatements

New Definitions of SD and MW

- OReasonably Possibl ebe (tllekas Rdémoteg(

- External Auditors shall not look for SDs (but still need to find control
weaknesses that AGGREGATE to MW)

SD = Significant, merits attention (less stringent than more than
inconsequential)

Weak Control Environment not automatically an SD (but still a strong
indicator)

A Uncorrected SDs are a Control Environment issue
Materiality = same as the audit

The New PCAOB Standard

The new PCAOB standard brings in several new terms. The first is the Top-Down Approach. The Top-
Down Approach requires starting from the Control Environment (see the COSO cube). While at the bottom
of the COSO cube, this is called the Top-Down Approach, because it is a top-level control.
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The second important term from the new standard is the Risk-Based Approach described earlier.

Existing definitions for significant deficiencies and material weaknesses have been changed. The old

standard stated that a problem whose ¢caedolbfisignificagt i s fAmor
deficiency or material weakness. The new standard chang
same definition used by FAS5. This change was made to keep consistency among existing practices.

Going back to the chartonthepr evi ous page, the threshold for signifi
than inconsequential, o but it has changed to fAmerits
emphasize the required communication (to the Audit Committee). The new standard f ocuses the audi
attention on the communication requirement. In general terms, if materiality is $1 million, then 20% of that,
$200,000, is a significant deficiency. However, this changed in the new guidance, which states that a
problem that efMméoindsi s an SD and should be brought to th

New PCAOB Standard

New PCAOB Standard
Eliminate Unnecessary Procedures

Auditor no longer evaluates Mgmt process (But the auditor still
relies on it for extent of audit work)

Rely on prior years (what was done, what was found, any changes)
Multiple locations evaluated based on risk, not coverage
Auditors can rely on the work of others

A New Standard

A Others must be competent and objective

A Auditors will test some of the work (for evaluation)
Walkthroughs by process, not transaction

A Outside others can help auditors

Streamlining PCAOB Procedures

The PCAOB has eliminated some unnecessary procedures; important among these is the evaluation of
management assessments. Now auditors produce their own assessment, sometimes relying on work done
by the client.

Also, under early versions of Sarbanes-Oxley, if a public company had subsidiaries, the audit had to
encompass enough locations to cover 80% of revenue. This is not a great practice. The new guidelines
require examining the risks at each individual subsidiary. The auditor should only include subsidiaries in the
audit if they present a risk. Thus, rather than focusing on a fixed percentage of revenue, the audit should
assess risks across the whole company.

As mentioned above, the auditor can now rely upon work that clients have done. The auditor no longer
forms an opinion of the management's assessment, but he can incorporate it into his work. If he is going to
rely upon management's assessment, however, the auditor must at least present his opinion of that
assessment. Using work done by the client can offer huge savings of both time and money for the audit.
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Public companies that complete a high quality internal assessment can set up an agreement with the auditor
to rely upon the internal assessment even before work begins. The best practices for internal assessment
will be covered later in this book, but essentially what is involved is having competent, objective,
independent testers and performing the work according to accepted standards. The real savings comes
when the external auditor can rely upon the internal assessment and avoid doing his own work. This will
save on the number of hours that the auditor has to budget for the project. Cost Advisors, Inc. has seen this
type of savings in many different engagements.

Conducting strong internal assessments also puts company executives at ease when they have to sign
their approval of these assessments. The executives may also have a different set of objectives beyond
materiality.

Different objectives (beyond materiality) may create a situation where the executives want a subsidiary
that is clearly immaterial to be included in the assessment. While limiting the scope of the audit offers
potential savings, if expanding the scope will make the executives feel more comfortable about signing off on
the assessment, the auditor should go along with the management's decision.

Non-Accelerated Filer vs. Small Company

Market Cap
# Sh x Stock Price)
Large Accelerated
Filer

(10K in 60 days)
(10Q in 40 days)

$700M

Accelerated < $250M Revenue

Filer
(10K in 75 days) .
(10Q in 40 days) . Small Public

Company

$75M

Non-Accelerated Filer
(10K in 90 days)
(10Q in 45 days)
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Non-Accelerated Filers vs. Small Companies

The New PCAOB guidance makes an important distinction between accelerated and non-accelerated
filers. The PCAOB now states that small companies can save money by doing things in a different way. On
the left side of the chart, before Sarbanes-Oxley, there was a difference between accelerated filers, non-
accelerated filers, and even large accelerated filers. This has all changed.

Non-accelerated filers have a market cap of $75 million or less. The market cap is simply the number of
shares outstanding multiplied by the stock price as of June 30th. Non-accelerated filers had to comply with
SOX for the first time in 2007. However, they only had to comply internally. The non-accelerated filers must
have an external audit for SOX in 2009 (for fiscal years ending after December 15, 2009).

Accelerated filers, those companies with a market cap above $75 million have just completed their
fourth filing in 2007. This is to say that they have now been complying with SOX for several years and have
a good understanding of it.

The right side of the chart brings in the term fismall
small company has revenue of $250 million or less and a market cap under $700 million. It is clear from
these definitions that a small company is not equivalent to a non-accelerated filer; many more companies
are classified as small than as non-accelerated filers.

New PCAOB Standard

New PCAOB Standard
Scaling audits for small companies
Attributes of small companies:
- Few business lines
- Less complex business processes and financial reporting systems
- Centralized accounting functions

- Extensive involvement by senior management in the day-to-day activities
of the business

- Few levels of management, each with a wide span of control
Testing:

- Inquiry & Observation instead of documented evidence

- More reliance on Company-level controls

- Greater risk of management override
LessSODit est o6alternatived controls
Greater competence risk
Rely on IT packages application controls
More new guidance in 2007
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Auditing Small Companies: Company-Level Controls

The chart above lists additional criteria for defining a small company. Companies that fit this description
can use inquiry and observation instead of documented evidence for some of their testing. Although the SEC
and PCAOB both recommend using these types of evidence, auditors probably will not do so unless there
are aspects of these methods that can be put into the work papers.

Among the new guidelines, greater reliance on company-level controls is probably the best area to save
effort in an audit of a small company. While some company-level controls are concerned with ethics, most
company-level controls are practices at the top of the company that would detect errors in a business
process. Comparing budget to actual and investigating each variance greater than a certain percent or dollar
amount is an example of a company-level control. The second step is writing up these findings along with
the reason for the variance. Such a comparison can be an effective internal control and can prevent the
need for detailed testing inside payroll and expenditures. Completing this kind of top-level review with
enough sensitivity can thus eliminate a great deal of work. The savings from company-level controls is huge,
if they are well done and documented, because they cut out detail work.

PCAOB Preliminary Guidance for Smaller Companies

AN AUDIT OF INTERNAL CONTROL THAT
IS INTEGRATED WITH AN

AUDIT OF FINANCIAL STATEMENTS:

GUIDANCE FOR AUDITORS OF SMALLER
PUBLIC COMPANIES

October 17, 2007

The PCAOB guidance for smaller companies has been long awaited. Unfortunately, it was released by
the PCAOB toward the end of the year that small public companies were supposed to comply with the
preliminary guidance. As of the issuance date of this book, the PCAOB guidance for smaller public
companies remains in draft form, awaiting approval by the SEC.
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Purpose & Approach

PUI‘OSG
I Make the audit of internal control scalable for smaller, less complex companies
i Does not replace Auditing Standard#5

Approach

i Working group composed of auditors who have experience with smaller companies
i Consulted with financial executives from smaller public companies

The above chart outlines the purpose and approach that an auditor should take with a smaller public
company when a smaller public company is trying to comply with SOX. In general, smaller public companies
are less complex and the audit of internal control over financial reporting should be scalable. The proposed
guidance was developed by the PCAOB by working with a number of auditors and financial executives from
smaller public companies to provide the PCAOB feedback on the approach and execution of audits of
internal control for smaller public companies.
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5 Attributes of Small Companies

Five Attributes of Small Companies

Fewer business lines
Less complex business processes and financial reporting systems

More centralized accounting functions

Extensive involvement by senior management in the day-to-day activities of
the business

Fewer levels of management, each with a wide span of control

Previous definitions defined a small company as having a market cap of less than 700 million. Again,
this is different than a non-accelerated filer, which is defined as having a market cap of just 75 million.

Small companies generally have fewer lines of business, less complex business processes, more
centralized accounting functions, and extensive involvement with senior management and day to day
activities. In other words, management of small companies can generally walk around the office and know
what is going on. Further, small companies have fewer levels of management and the CFO generally knows
all of the employees in the accounting department and many in the other departments. Employees in a small
company usually do more and have a wider span of control than people in a larger company.

Scaling the Audit

Scaling the Audit
Issues/Opportunities

- More use of entity-level controls
- Risk of management override

- Limited opportunity to segregate incompatible duties
Less complex (off-the-shelf) information systems
Tougher to maintain financial reporting competencies
Less formal documentation to run the business
More deficiencies, ineffective entity-level controls

The above chart shows special audit considerations that small companies should watch for. Again, this
is the proposed guidance that the PCAOB is giving to the external auditor. (COMMENT: this guidance is for
everyone, not just the external auditor.)

In a small company, you can rely more heavily on entity-level controls. Entity-level controls are the top
level controls that may save you time in performing controls documentation and testing at the business
process level.

There is a greater risk; however, of management override at a small company, as a small company has
a more limited opportunity to segregate duties due to its limited number of employees. Management can
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override controls more easily as a result of the lack of proper segregation.

Further, the IT systems of small companies are usually less complex and less customized and it és
tougher for small companies to maintain financial reporting competencies because i t 6s t ougher for
companies to hire the best people and to retain them. The documentation (not just SOX documentation, but
all documentation) at a small company is generally not as formal as that of a large company. And usually in
a small company, more deficiencies arise and entity-level controls are ineffective.

Auditor Reliance on Controls

ﬂ Financial
tatements
Cm*rols

Cannot
S

The diagram illustrated above is true not only for a small company, but also for large companies. The
diagram shows that stronger controls of a company can lead to heavier reliance on the financial statements.
In other words, the auditor can perform fewer substantive tests if the auditor can place heavier reliance on
controls. However, stronger controls do not necessarily mean that the financial statements are free of
misstatements.

Types of Entity-Level Controls

Types of Entity-Level Controls
Control environment

Management override
Risk assessment process (SOX)

Centralized processing including shared service environments

Monitoring results of operations, other controls and audit committee and self-assessment
programs

Financial reporting process
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The control environment, management override, risk assessment process, centralized processing,
monitoring results of operations, financial reporting process and policies are types of entity-level controls.

The first type of entity-level control is the type of control that provides only an indirect effect on the
overall control environment.

The second type of entity level control is the type that monitors that another type of control is functioning
properly. For example, if someone is performing a bank reconciliation, then the person performing the bank
reconciliation is actually performing the control. Then when you have the CFO reviewing that bank
reconciliation, they are in effect checking to see thatthe bank r econci | i ati on was
check a control. That type of entity level control can also reduce the testing of other controls.

The third type of entity level control is the type that indicates the need to perform testing at the business
process level and this is the most important type. For example, if you have a CFO who reviews the payroll
register, then the auditor need not perform some detail testing maybe within payroll because the CFO review
is adequate and the CFO is thorough and sensitive enough but if anything was wrong within the payroll
cycle, it would be detected by the CFO. So said another way, the CFO control replaces other controls within
the business process so you do not have to and saving time in the process.

Those are the type of so-called precise entity-level controls that we want to put in place because it can
save a whole lot of time in testing.

Precise Entity-Level Controls

Precise Entity-Level Controls
Purpose i to prevent or detect misstatements

Granular i performed at Product line or location level

Consistent

Specific assertion

Investigates amounts well-below materiality
Good comparison to actual results

The chart above shows the requirements if you intend to use a precise entity-level control to replace
business process controls at a small company.

First, the purpose of the control is to prevent or detect misstatements within a business process.

Second, the level at which the control has to be performed is granular enough to prevent or detect an
error.

Third, the control must be performed consistently.
Fourth, the control has to satisfy a specific assertion.

Fifth, the control has to be sensitive enough, such that amounts well-below materiality are discovered
and investigated.
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Finally, the control provides a good comparison to actual results. An example of a precise entity-level
control would be a comparison between actual results and either the prior year results or to a budget. The
control would be performed on a periodic basis and the hard copy would be printed, with evidence of review
and the investigation of items that are individually immaterial.

Preventing Management Override

Preventing Management Override
i Maintain integrity and ethical values

Increase oversight by the audit committee
A Discuss/review significant estimates
A Address override risk
Whistleblower program

A Receipt, treatment and retention of complaints
A Required by SOX
Monitor controls over certain journal entries
A Restrict GL access
A Dual authorizations
A Review of entries made

Another problem that small companies face is management override .The following are four controls
that can be put in place for prevention.

First, management must maintain integrity and ethical values at the company level.

Second, the audit committee should oversee the management, they should review significant estimates
and they should address and monitor the risk that management is overriding controls.

Third, a whistle blower program can be put in place, so if management does intend to override controls
someone would report that to the audit committee. This would be preventing management overrided or at
least detecting it once it has occurred. Whistle blower programs are, in fact, required by the Sarbanes-Oxley
Act.

Fourth, top management who can override controls should not have the ability to make unilateral journal
entries without approval. For example, journal entries could require dual authorization, which restricts
general ledger access. Performing reviews of journal entries after the fact can detect management override
as well.
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Segregation of Duties

Segregation of Duties
i Ideal: Separate authorization, recording, reconciling, custody of assets

Reality: Small companies donét have t
A Use external parties

A Alternative controls
1 Review reports of detail transaction
1 Review selected transactions
1 Take periodic asset counts

Segregation of duties is also another issue within small companies; usually small companies do not have the
personnel to be able to divide duties.

An alternative can be using external parties to perform some of the functions, like consultants.

Another solution can be putting specific alternative controls in place within the company. Examples of
controls are having a review of detailed transactions and a review of selected transactions. Other controls
include taking periodic asset counts such as fixed inventory accounts and asset accounts and then having a
check done on reconciliations.

IT Controls

IT Controls
Less complex if:
i Manual controls over system outputs
Off-the-shelf software
Centralized processing, few interfaces
Simple spreadsheets
Outsourced

Bad data, bad processing

Unauthorized access

Unauthorized changes to data or programs
Updates not made

Manual intervention

Data lnss (no hackiin)

In the information technology arena, smaller companies generally have less complex IT environments
due to manual controls over system outputs, the use of off-the-shelf software, centralized processing with
few interfaces, simple spreadsheets and outsourced IT functions.

Possible IT risks in a small company include: bad data accumulated or processed incorrectly,
unauthorized users accesst he companyds i nf ounauthorized thanges ate rmade dog y
programs or data, required updates are not performed and manual intervention occurs, or data is lost when
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information technology is not properly backed-up.

To mitigate IT risks, small companies should have a limited number of resources supporting security
over the companyds el e ehoraemithorized aotadd or chahge péermissierelavels
within the IT systems should be limited. Those who are authorized to make changes to the software should
be limited as well. Employees should monitor access to operating systems, data and software.

To prevent unauthorized access, the company should enforce password parameters so that passwords
are required to be complex. User access should be changed only with written approval and terminated
users should be promptly deleted from the system. Regular system backups should be performed.

Accounting & Finance Competencies

Accounting & Finance Competencies

T Identify issues
A New company activities
A New accounting standards
Proper GAAP
Evaluate

A Hiring criteria

A Training

A Performance reviews
Just know their job and anticipate changes i not overall experts
Consider using outside experts

A Example: Review of tax accounting

A Evaluate and monitor the expert

The PCAOB does not require that all employees in a small company be certified public accountants;
however, the PCAOB does require small companies to have the capability to identify new accounting
guidance and to be able to evaluate the impact of the new guidance on the company.

Employees should continually attend training to sustain and expand their accounting knowledge.
Performance reviews should be performed on a periodic basis to evaluate the competencies of the
employees and employees should know their job well and anticipate changes.

If a company does not have all of these competencies in-house, then management should consider
hiring outside experts. For example, having an expert in tax accounting perform the tax provision may be
preferable if the expertise does not exist in-house. However, when using an expert, SAS 73 requires that an
evaluation of the expert be performed prior to the performance of their services and the expert should be
monitored throughout the performance of their services.
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SEC Interpretative Guidance

SEC Interpretative Guidance
Top-Down

- Entity-level (Company-level) Controls can help

Risk-based

- Focus on controls stopping material risks
- Self-assessments in low risk areas

- Extensive testing in high risk areas

SEC Guidance for Small Companies

The new SEC guidelines mirror those from the PCAOB in requiring a top-down, risk-based approach.

SEC Interpretative Guidance

SEC Interpretative Guidance
Start with Risks

- Then Look for mitigating control
- Risk identification burden is greatest in the first year
- Only fraud risk if material
Controls
- Cannot be a reasonable possibility that misstatement could occur
- Prevent and Detect are ok
- Consider likelihood that control will not operate

- IT controls only if related to Financial Reporting
Documentation of Controls

- Any format is ok

- Ignore non-key controls

- Show who performs the control

SEC Guidance Continued

The new SEC guidance focuses on starting with risks and then implementing controls to prevent those
risks from becoming problems. Controls can either prevent or detect problems. Preventive controls keep
risks from developing into problems, while detection controls find problems that have already occurred. As
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long as the company 10-K or 10-Q has not been published in the interim, detection is an acceptable control
under SOX.

With AS No. 5, the SEC also added an entirely new concept: consideration of the likelihood that a
control will not operate properly. This means that the auditor must account for two kinds of risks: risks in the
processes themselves, and risks that controls will fail.

On the one hand there is a risk inherent in processes, either because of the nature of the given process
or because of any recent changes. For example, installing a new accounts payable system a month before
the end of the year would create an inherent risk because the new system might still have some bugs to
work out.

The second type of risk is the failure of a control. If, for example, the employee reconciling a bank
account has no experience doing that job, the control may fail to catch mistakes.

The auditor must consider that some controls will not work, either because of human error, or because
of new systems. This is a critical assessment for a risk-based approach.

While the SEC does not dictate a format for documenting controls it offers two recommendations. First,
the auditor should not worry about documenting all controls, just the controls upon which the company

relies, called fikey controls. o The contr ol-keydortraldd t he

Secondly, the audit documentation should identify the employee who performs each control. The guidance
states that the SEC will accept the controls that a company puts into practice if they are documented
following these two recommendations.

SEC Interpretative Guidance

SEC Interpretative Guidance
Testing Controls
- More evidence for high risk:
A Bigger samples
More independent testers
More frequent testing
Keep evidence separately (binders)
less risk
Rely on monitoring: self-assessment

A Knowledge & supervision by management (small
companies only, need some evidence)

Multiple Locations

A High Risk i get more evidence

A LowRiski self-assessment, monitoring, central controls
A Look at individual elements (accounts) by location

> > > >

If

>

37

com



Chapter 17 SEC, COSO, &

PCAOB Rules

SEC Guidance: Testing Controls

Al t hough the SEC wil/l accept a companyds control

high. Where risk is low, the auditor can perform fewer tests or rely upon internal controls. In assessing a
company with multiple locations, the auditor should gather more evidence from the high-risk locations than
from the low-risk sites. Within each location, the auditor must assess risk at the process level.

In a practical example, if an auditor was measuring locations by revenue, and had a software
development location in India, that site would have high engineering expenses but would have virtually no
revenue if it sold nothing. As a result, it is important to look at the processes taking place at subsidiaries and
remote locations, not just total revenue, total assets, or number of employees. The auditor must go beyond
the locations to the processes themselves.

Should the auditor look at IT controls as well? Looking only at financial controls does leave the door
open to someone hacking into the system and affecting the GL for example. What this means is that where
IT controls could pose a risk to the financial side, the auditor must include them in the audit.

There are various frameworks for IT testing, but the most well known is CobiT, published by the IT
Governance Institute. CobiT is like COSO in the sense that it describes an entire testing structure. A CIO
following CobiT would have a strong IT organization. The IT Governance Institute wrote a number of good
management practices into CobiT, but the SOX auditor need not follow all of them.

For instance, CobiT recommends evaluating all vendors. This is a good practice and makes sense to
the degree that a vendor might potentially sell poor code or offer poor advice during a consultation, which
could lead to financial problems for the company. However, auditors now generally recognize that
implementing every CobiT management practice is unnecessary for SOX compliance. Despite being a great
management practice, and a part of CobiT, a SOX auditor can omit vendor evaluation.

To summarize, there are some IT controls not directly linked to financial reporting controls that could
lead to financial reporting risks. Chapter five covers these controls, but the reader should note that these
definitely fall within the scope of Sarbanes-Oxley. Preventing hackers from exploiting IT controls is important
because of potential consequences for financial reporting.

SEC Interpretative Guidance

SEC Interpretative Guidance
T Indications of Material Weakness

A Ineffective Control Environment
V  Sr. Management Fraud
V  SD unaddressed

V  Ineffective Audit Committee

Restatements due to correction

Auditor corrections

Ineffective regulatory compliance with material impact
Give investors full assessment of impact of MW
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SEC Guidance: Material Weaknesses

What is a material weakness? There are many hallmarks of a material weakness. One important
indicator is an ineffective control environment. Three different issues can signal a material weakness within
the control environment. The first is fraud by senior management. A compromised control environment, the
CEO being indicted for instance, points to a material weakness.

Significant deficiencies that continue year after year without correction are a second indication of an
ineffective control environment (The reader should remember that significant deficiencies are only reported
to the board, not to shareholders). This situation is a material weakness because the continuation of the
problem provides evidence that the management does not care enough to rectify the matter. If a significant
deficiency exists, the company must address it; even if the significant deficiency is not cured, the company
must make progress toward a solution.

A third instance of a material weakness within the control environment is an ineffective audit committee.
An ineffective audit committee never meets or does not discuss required issues during meetings (there are
lists of required issues).

In addition to an ineffective control environment, another important indicator of material weakness is
restatement due to correction. Since the Act , roughly 36% of public companies have made restatements.
Before the passage of the Act, only about 10% of companies made restatements in a given year; the change
has been quite dramatic. The auditor already knows that the problem is material, because the company
would not report it publicly if it were not material. This is prima facie evidence of ineffective controls, since
proper controls would have caught such an error. As a result, this is a material weakness.

A restatement is always a material weakness. Many restatements arise out of carelessness or poorly
trained employees, especially those restatements involving spreadsheet errors. These are simple mistakes,
but they come to light with the restatement because no one scrutinized the process before. With Sarbanes-
Oxley, auditors are investigating these processes and finding out about the little errors that add up. For
instance, an incorrect depreciation taken for the last 10 years (even if it did not amount to much in any given
year) can accumulate to a misstatement in net book value large enough that the company must report it to
shareholders.

Two professors at the University of Hawaii, Raymond Panko and Richard Halverson, studied
spreadsheet errors over a 20-year period and found that 86% of spreadsheets contain significant errors
(Panko & Halverson, 1998, 2005). Panko and Halverson also found that most of the people who created the
spreadsheets in the study thought that their own spreadsheets had no problems. This discrepancy means
that while about 10% of the creators of spreadsheets think there might be a problem, 86% of the
spreadsheets actually contain material errors (not just minor formatting mistakes).

Ineffective compliance with regulations is another marker of a material weakness. The three Ballentine
circles on page 18 show that there can be an intersection between financial reporting and compliance with
laws and regulations. The SEC now says that ineffective regulatory compliance could be a material
weakness. (However, it is not clear that every instance of ineffective regulatory compliance is a material
weakness. This raises a question: must the auditor examine compliance with every regulation governing the
particular industry in which their client operates? Perhaps, especially in the case of banking where most if
not all the regulations are financial regulations. On the other hand, it may not be necessary to investigate all
the EPA regulations governing a waste disposal company. The reader can see that this is a tough question
with no single correct answer. The rule that a regulatory compliance program must exist and the SOX team
should ensure that the company has an effective program. However, the SOX team does not check for
compliance with the requirements.

Finally, the SEC mandates informing investors of material weaknesses. This goes beyond simply stating
that the audit found a material weakness; companies must also report to investors about the affected
processes and offer a planned solution.
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Documentation & Testing

*Documentation * Testing &

& Remediation Remediation e
n & Terting

-Plan the Project

In®srnal Cont¥ol Framework

Guiding principles Develop flowcharts i Validate documented
Establish project and risk and control process flows
team matrices 9 Test control operation

Establish materiality Remediating 1 Remediate weaknesse:

Identify cycles and weaknesses
procesgs

Planning a New Project

One key to success for auditors new to SOX projects is seeking out the assistance of someone
experienced in complying with the Act. Pooling existing knowledge through the creation of a roundtable of
companies from the same industry that are willing to share their compliance strategies can offer valuable
lessons. Finding companies that are not competitors is essential so that the information sharing process
remains an open dialog. All of the roundtable participants can gain an understanding of some important
questions, including: what to do, what kind of formats to use, who does the auditing work, what time frame is
reasonable, and how deep should the review go? By answering these questions, the auditor can save a
tremendous amount of effort in later stages of the project.

Having decided upon the scope, the next steps are documentation and testing. The auditor should
begin documentation at the entity-level, and continue through business processes such as payroll, fixed
assets, order entry, treasury, and closing the books. The auditor should also develop flowcharts and lists of
risks and controls for each area mentioned.

Oneimpor t ant term to keep in mind during the planning st a
is a risk that is found, even before testing starts, for which there are no controls. This means that the process
was designed without the necessary controls to prevent all the existing risks. Design deficiencies must be
fixed immediately because the auditor cannot test controls that have not been put in place.

A second type of deficiency, the operating deficiency, can show up during the testing phase. For
example, the auditor finds a need for further controls if while examining bank accounts; he asks for
reconciled accounts for the year only to find that beyond March, the accounts have not yet been reconciled.
This indicates that the company filed a 10-Q without having reconciled the accounts for the given quarter. In
short, an operating deficiency describes the situation in which a control fails during the testing phase.

What are the consequences of an operating deficiency? What happens when a test fails? In some
cases, the employee performing the process must be retrained. In other instances, the process must be
redesigned because the control does not in fact operate as it was written. The circular arrows in the diagram
illustrate this continuous re-evaluation. Sometimes testing reveals the need for changes and new
documentation, which in turn lead to re-testing.

41



Chapter 27 Project Scope, Schedule &

Resources

Typically, during the first year a company complies with SOX, 30% of the tests fail. This increases the
testing budget by about 30% as well, given the need for remediation and re-testing. However, by the second
year, companies can often reduce the failure rate to 10%. The auditor must expect operating deficiencies
occur quite often and account for them in the project plan.

Many times, companies willaskan audi t or , i Wh at is the best form of docum
the best form of documentation. Narratives take a long time to prepare. In addition, producing a narrative
that includes the necessary amount of detail will result in a long document. The auditor can describe the
same procedures much more easily and quickly with a flowchart. Additionally, writing a narrative brings in
the possibility of disagreement over language. Sometimes project team members disagree on narrative
wording, and each wants to put his own editorial stamp on the document. Reconciling these differences
adds time to the project without improving controls or testing.

One caveat to using flowcharts is that they must be prepared with attention to visual layout. Flowchart
documentation prepared in a disorganized way or in a form that leaves out important elements can make
even a well-done project unusable in the future. Chapter 3 covers flowchart preparation.
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404 Project Guiding Principles

404 Project Guiding Principles
- Document fewest possible key controls to achieve compliance
- Learn from Others
1 Take advantage of timing
1 Other company experiences
9 Utilize experts appropriately

- Leverage internal knowledge/ resources

- Design the project to allow for re-use of prepared materials
I Sequence geographic approach
I Materials to be used in future years (testing, maintenance)

Guiding Principles

The chart above summarizes the important elements covered in this book. The first guiding principle is
to limit the number of key controls. This does not mean that a company should remove controls. Rather it
means that the SOX auditor should work with the controls necessary to achieve compliance. The reason for
this is that every control needs retesting each year to ensure compliance with the Act. Fewer key controls
mean less testing year after year. Techniques for maintaining an effective control structure with fewer
controls will be covered later in the book.

The second guiding principle is to learn from others. Accelerated filers have experience with SOX, and
learning from their knowledge is essential. Also, every industry has different processes and associated risks;
the auditor can learn about starting a new SOX project by understanding how similar companies have
complied. Thirdly, as mentioned earlier, the auditor should use expert knowledge, particularly during the
planning phase. Experts can be most helpful by providing information on project organization, proper scope,
and an appropriate timeline.

A third guiding principle is to leverage internal knowledge resources. Company employees know how
processes work, and they know what controls ought to be in place. Who better understands the risks, and
the controls designed to prevent those risks, than the process owners themselves? By interviewing these
employees, the auditor can gain valuable information that would be difficult to come up with by analyzing the
given process in isolation.

The fourth guiding principle is to design reusable project materials. Since SOX compliance is not a one-
time experience, the auditor should design documentation and testing plans for re-use year after year. In
addition, the auditor might need to implement the plan at several locations. If this is the case, any errors
made at the first location will be replicated at each site. Thus, by designing an efficient, thorough procedure,
the auditor can minimize the work necessary when he re-uses the plan in other locations and at other times.
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Project Organization

External Auditors

Project Sponsor
CFO

Steering Committee & Review Committee
CFO & Top Financial People

Project Manager

PROCESS OWNERS:
Accounting
Sales/Order Processing
Documenters & HRIPayroll
Testers Engineering
IT
Corporate

Project Organization

The best way to get a project started correctly is to seek out an executive level sponsor such as the
CFO. Having an executive sponsor will facilitate participation by middle management. Without the support of
top management, lower-level employees are often less willing to help an auditor because they are already
busy performing the required tasks of their job. However, if SOX compliance becomes a management
initiative by virtue of having an executive sponsor, helping becomes part of the job for lower level
employees. Similarly, the executive sponsor must support the project throughout its duration so that
employees see compliance as a continuing priority.

After finding a sponsor, the next organizational element is the steering committee. While the steering
committee does not carry out the project, it approves the budget and timeline. It makes decisions such as
hiring external consultants versus using internal auditors. The steering committee members have enough
authority within the company to allocate resources and to evaluate the progress of the project. The steering
committee must also have the authority to approve changes to the budget. For example, at the project's
inception, the auditor will present a top-down budget showing the amount of money and the areas in which it
will be spent. Quite often, after the project has been started, the auditor must change the original budget as
a bottom-up budget is developed with detailed lists of processes, controls, and tests. The steering committee
must be able to review the project and either approve the budget changes or work with the project team on
modifying the plan to fit the existing budget. For this reason, the steering committee and project manager
should meet at least once a month.

The next organizational aspect is the project team itself. A project manager, with the responsibility of
presenting the project status to the steering committee, heads the team.
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The project work takes place at the base of the organizational structure. The base includes the process
owners and the documenters and testers. The documenters and testers interview process owners to find out
how each process operates, document these steps, and then test them. Moreover, those working on the
compliance project, whether internal auditors or external consultants should have familiarity with business
processes and with preparing work papers.

External auditors are the final group that plays a part in project organization. The external auditors must
be involved at every step of the project because they must approve decisions made at every level, from the
executive sponsor down to the documenters and testers. For example, if the external auditors can approve a
definition of materiality at the start of the project, they will not come back, well into the project, requiring that
new processes be added to the scope of the project. This is important for fixing the scope of the project.
Changing the scope midway through a project because the auditors did not accept the standard of
materiality could require tremendous effort to update the documentation and testing procedures.

It is a good practice to meet with the external auditors every two weeks, or at least once a month, to
keep them apprised of the details of the project. This allows the project team and the external auditors to
coordinate their activities.

Oversight

Oversight
Review Committee

- Evaluate gaps and decide remediation required

- Skills required- knowledge of GAAP, COSO, PCAOB
standards; public company SEC reporting experience

Steering Committee (some members may overlap the Review

Committee)
- Approve the scope, schedule, and resources of the
project
Monitor the projectds progr e:
manager

Skills required T financial executive-level decision-making, leadership,
influence and communication skills

Project Oversight

The review committee is the group that evaluates the significance of deficiencies found during the
project. Review committee members may be part of the steering committee but should have extensive
knowledge of GAAP. When composing a review committee, the auditor should start with the people who
review the company's financial statements.

Beyond the number of deficiencies, the review committee will also want to know how many of these
problems the project team or process owners can fix by the end of the year. Further, the review committee
will need to know how many of the deficiencies will create serious difficulties for the company. The review
committee would consider any material weaknesses or significant deficiencies to be serious problems.
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Documenters & Testers

Documenters & Testers
(may need more than one, depending on deadline)

Interview process owners

Prepare flowcharts

Propose financial risks

Evaluate and document controls

Develop conclusions as to the design of controls
Select samples and perform testing
Recommend operational process improvements

Skills required i Understanding of business process relevant to the

Documenters and Testers

The documenters and testers are the people who will evaluate the company's risks and controls. They
will perform the necessary sampling procedures and prepare the work papers and flowcharts documenting
the project. Documenters and testers must have great communication skills along with solid knowledge of
business practices because the project will require them to interact with employees at all levels of the
organization, from executives to the receiving department. Documenters and testers should also have
auditing experience.
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Project Manager

Project Manager
Coordinate project efforts and hire for other roles

Develop the project plan

Report project status

Perform quality contr ol by
Act as a champion within the company

Propose software tools for the project (and configuration)
Train, lead, and manage other team members

Propose which processes & locations will be in-scope
Determine the procedures for documenting each process
Determine the procedures for testing controls

Monitor the progress of the project

Summarize (control) gaps for the review committee

Skills required i project and people management experience;
auditing experience; presentation and communication skills;
knowledae of GAAP. COSO and PCAOB standards

Project Manager

The project manager must be able to build a team and keep that team motivated for the duration of the
audit. He must also be able to manage the budget and keep the team working within that budget. The
project manager needs excellent communication skills to present status reports to company management.
He may review work done by team members as well. Ideally, on a large-scale project, another team member
would conduct such reviews, but on smaller projects, this duty might fall to the project manager. He also
plays a central role in publicizing the project and supporting it across the company. For instance, some
groups within the organization will want to learn what to expect during the documentation phase, as they are
unfamiliar with SOX; the project manager should be able to explain the procedures to help build support for
the project.

Additionally, the project manager is responsible for designing the format of the work papers and
flowcharts that will document the project. He must train the team and manage team members on a daily
basis. Moreover, he is the liaison with the steering committee, the one who will make suggestions
concerning project scope. Finally, the project manager approves testing procedures and reports deficiencies
to the steering and review committees.

The project managerdés role includes an extensive range of
skills, the ability to conduct training, and the ability to make dynamic and concise presentations. Moreover,
he must have sound accountng kn owl edge as wel | . I'n short, the project ma n ¢

many of the judgments that will lead to the success or failure of the project.
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Librarian

Librarian

The presence of a librarian can save much time in the project. This resource
will help offload routine tasks from busy employees, documenters, and
outside contractors.

- Enter documentation into a repository (software tool)

- Generate custom reports from the software tool
- Perform clerical edits of flowcharts, risks, and controls
Skills reauired i Clerical and PC skills

Librarian

On a project of any size, a librarian can save money. The librarian keeps track of all the details of the
project. In a large project with hundreds of controls, monitoring how much of the budget has been spent,
which controls have been tested and which have not, or which tests have passed and which have failed,
make having a librarian essential. The librarian also keeps track of the documentation and other work papers
that the project team produces.
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Materiality: Common Quantitative Factors

: Common ntitative Factors
Revenues 0.5%
Met income 5%-10%

Current assets 2%
0,

Equity ;
- Method depends upon the users of the financial statements
- Anpublic company would typically use net income as the critical factor.
- Adjust for one-time items and tax effect

Determining Materiality

There are several techniques for determining materiality, and choosing the appropriate one depends
upon the type of company involved. For instance, a company that is losing money but has extensive assets
might determine materiality in relation to equity. A fast growing high-tech company might use revenue or a
percentage of net income to determine materiality.

The auditor must consider other factors in determining materiality as well. For example, if a company
has decided to use net income to determine materiality, it must not simply take the net income figure at face
value. If the company in question had a net income of $65 million, the auditor should realize that this is an
after-tax figure. As a result, the company should not use $65 million, but should add back the 35% statutory
tax rate to that amount before using it to calculate materiality.

Having calculated the company's income before taxes, determining materiality next requires the auditor
to examine the financial statements for any one-time expenses in the base year that might have lowered
income. For example, if the company had made an adjustment under FASB Statement 123(R), the auditor
might want to add that expense back into the income calculation if the company does not expect similar
expenses on a regular basis. If the auditor does not add such one-time expenses back into income, he will
end up calculating an artificially low threshold for materiality.

Lastly, if a company makes a budget plan for the next year, the auditor can use that to calculate net
income. These examples show that the auditor must make several different judgments about the company
and its financial status to determine materiality.

Finally, as mentioned in chapter 1, the auditor should determine a judgment materiality, not a definitive
standard. Judgment materiality means that the auditor must analyze the circumstances surrounding any
eventual weaknesses as well. If for example the judgment materiality is $5 million, then any process relating
to financial reporting that has at least that much money flowing through it will be within the scope of the
project. The process of setting the scope is still subject to management judgments; company managers may
wish to include processes or locations where less than $5 million are involved.
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Identifying Areas for Documentation

After determining a judgment materiality, the auditor can begin documentation. The diagram above
brings back the pyramid shown earlier in this chapter to remind the reader of the hierarchy generally used in
SOX projects. The key aspect of this pyramid is that each step builds upon the foundation laid by the
previous one.

Within the documentation and testing portion of the project (highlighted in blue in the illustration), the
reader should note a one-to-many relationship. First, the auditor must identify all of the locations, including
parents and subsidiaries. The processes to be documented take place within each location. There are risks,
as well as controls designed to prevent those risks from occurring, within each process. Finally, the auditor
must test each key control to ensure that it functions as designed.

A brief look at the expenditure cycle can give the reader a clearer understanding of processes. The
expenditure cycle requires setting up vendors, issuing requisitions, making out purchase orders, receiving
the goods ordered, matching for payment, and reconciling the accounts at the end of the month. Each of
those parts of the expenditure cycle is a process. The reader should note that certain companies use the
term fiprocesso to refer to what this book calls a cycle.
as fprudbbcesses. 0 These terms are equivalent to the cycl es

In the expenditures example above, each process within the cycle can have one or more risks
associated with it. For instance, in relation to the purchase order process, blank forms could be stolen,
signatures could be forged, or purchase orders could be copied in order to divert a second payment check.
The auditor must consider all possible risks within a given process (a logical method for determining risks
will be discussed later). Then the auditor must identify at least one control for each risk. Sometimes one
control can be used to prevent multiple risks; the holy grail of SOX risk assessment is finding controls that
cover multiple risks.
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The diagram above represents the same information contained in the pyramid on page 53 in a slightly
different format. It is presented in two forms because understanding the terms involved in documentation is
critical to the entire SOX project.

The chart above depicts a parent company located in the United States with subsidiaries spread around
the world. Each location keeps its own general ledger (GL). Each GL contains hundreds of accounts. The
row highlighted in blue shows the expenditure cycle discussed on the previous pages, including preparation
of requisitions, receipt of goods, receipt of invoices from the vendor, matching invoices to requisitions, and
payment. The chart shows each process connected to the next because every accountant may have his own
understanding of the cycle, and thus delimits the various processes within it differently from his peers. As a
result, documentation must be explicit so that by seeing the cycle on paper, one can clearly understand the
boundaries of each process. Clear delineation of processes helps the project team avoid reviewing elements
of one process twice or skipping others entirely.
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The gray highlight around the first two processes represents the idea that multiple processes can be
documented with one flowchart. Where possible, the auditor should document more than one process on
one flowchart to reduce the number of files within the SOX project. A smaller number of files makes
organization much easier.

The small green boxes underneath the processes represent employees carrying out activities within
each process. In general, employees tend to think little about the process, focusing solely upon their piece of
the puzzle. Some employees will perform activities that create transactions appearing on the financial
statements. For example, when an employee pays a bill, he will debit accounts payable and credit cash. This
appears in the financial statements while many other transactions, such as issuing purchase orders, do not.

There are no transactions listed in the first process that show up in the financial statements. This will
often be the case, and while sometimes these processes can be taken out of the scope of the project, often
they must be included. Even if it contains no transactions appearing in the financial statements, the auditor
must include a process in the project if the company relies upon controls within it.

For instance, in the case above, if the employee receiving goods relies upon having a valid purchase
order, which in turn relies upon a requisition signed by the manager, then the PO process must be included
in the scope of the project. Transactions later in the cycle rely upon controls on previous transactions and
previous processes. On the other hand, if the company operated on a non-PO basis, which is to say that the
signed invoice is taken as an implicit authorization to purchase the given goods, the auditor could omit the
first two processes from the scope of the project.

The auditor should look at the transaction level to identify potential risks. To revisit an earlier example,
the PO process might contain the risk of someone stealing a blank purchase order form and forging a
signature to order goods or services without authorization. Keeping the PO forms in a locked cabinet is a
potential control for this risk. This is an example of a manual control, one that does not involve an IT system.

If an employee in receiving could claim a whole shipment was received when in reality only half of it
arrived, but there is no control to prevent this from happening, the auditor has found a design deficiency.

Perhaps someone in Accounts Payable can forge an invoice that looks valid and enter it into the A/P
system. This risk might have an IT control; the company may program the computer system to accept only
invoices that match valid purchase orders. IT controls are also known as automated controls. Controls that
combine manual and automated aspects, such as having an employee review reports generated by the IT
system, are called hybrid controls.
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Hierarchy of Sarbanes-Oxley Project Elements

The diagram above represents the hierarchy of elements essential to a successful SOX project. These
same ideas are depicted in the diagram on the previous pages. The center of this diagram also includes a
box | abeled fiobjectives. 0o The auditor can only underst
involved, and the controls implemented to prevent those risks if he knows the objectives of the given
process.

For example, if a company gives the auditor its financial statements along with the assertion that the
statements are correct, the auditor has only perhaps a vague idea of what correct means. Does this mean
that they comply with GAAP? Even if this is what the comp
upon many implicit assumptions. It assumes that all of the appropriate expenses have been entered
correctly; it assumes that the company actually owns all of the assets listed; and it assumes that all
estimates have been made properly and with good judgment. This assertion therefore relies upon
assumptions about a range of processes. The auditor must consider the objectives of each of these
processesinor der to evaluate the fAcorrectnesso of the financi a

At the process level, one potential objective in the vendor setup process is ensuring that none of the
listed vendors are fictitious. In other words, the objective is a positive restatement of a risk. Understanding
the concept of an objective is important because some companies choose to work toward objectives rather
than to think about preventing risks. These same companies may also emphasize controls. If that is the
case, the company is implementing controls to prevent the risks from becoming problems without explicitly
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labeling the risks. Other companies emphasize risks and using controls to prevent those risks. These
companies often do not discuss the objectives of the controls they have implemented.

A better practice is to consider the objectives of a given process, assess the risks that could keep the
company from achieving those objectives, and then identify specific controls to prevent those risks.
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Project Planning Spreadsheet Example

Documentation
# of Processes
Hours to document each process (incl test plan)

Low-end estimate

Assumptions | Total Hours | Cost per Hr. [ Total Cost

45
85

High-end estimate
Assumptions | Total Hours | Cost per Hr. Total Cost
70
13

Business process documentation hours 383 383 5 115 [ § 43,988 910 910 5 120 [ § 109,200
Testing
# of controls per process 1.5 2.5
Total # of controls (Processes x # controls each) 67.5 175
# hours to test each control 54 5.4
Business process testing hours (# controls x hours each) 567 567 5 48,195 1470 1470 5 100 | § 147.000
Testing Failure Rate 20% 35%
Retesting effort {learning curve, % of original testing effort) 50% 5%
Re-Testing hours (testing hours x failure rate x effort) Ly ar 5 85 5 4,820 386 386 5 100 5 38,588
Entity-level
# of points of focus (risk areas) 40 71
# of hrs to document & write test for each focus point 1 1.5
Documentation hours 40 40 $ 115 § 4,600 107 106.5 5 120 § 12,780
# hours to test each entity-level point of focus 3 4
Entity-level testing hours (# controls x hours each) 120 120 3 115 § 13,800 284 284 5 120 $ 34,080
IT General Controls (ITGC)
ITGC # of processes 7 7
ITGC # of hrs to document & write test plan for each 85 13
ITGC - Documentation hours 60 595 $ 115 [ § 6,843 91 91 5 120 [ § 10.920
# of [T controls per process 3 5.3
# of ITGC controls (# processes x # controls each) 21 37
# hours to test each [TGC control 6 6
ITGC testing hours (# controls x hours each) 126 126 £ 115 % 14,490 2226 223 5 120 % 26,712
Segregation of Duties Testing Hours use matrix | 40 s 115 | § 4,600 extract from IT [ 150 [s 120 | § 18.000
Subtotal before project management 1392 "5 102§ 141.335 3620 s 110§ 397.280
wt avg. wt avg.
Project Management
Initial assessment (materiality, scope, resources, schedule) 5 10,000 $ 10.000
Warkpaper review % of documentation & test hours 15% 209 [ 150 | 8 31,313 15% 543 [ 150 | & 81.449
Project supenision % of documentation & test hours 10% 139 | 150 | § 20,876 15% 209 | 150 | § 31.313
Documenter & testers time to meet with project manager 5% 70 102 § 7.067 5% 70 110 § 7.637
Librarian Hours 160 hrs x 4 mos | 640 [s 55 | § 35,200 | |160 hrs x 6 mos | 960 [ s 65 | § 62,400
Totals 2449 5 100 § 245,790 5404 5 109§ 590,079
wi avg. wi avg.
Best

Minimum Project Size

Planning a SOX project raises many questions. For instance, companies often ask how much the
project will cost. The sample spreadsheet shown above represents a SOX project for a very small company
with only one location. The reader might find it surprising that, even on a small project, the total cost can

amount to over $500,000.

The spreadsheet lists six cycles at the sample location; for instance: expenditures, payroll, financial
reporting, fixed assets, order entry or revenue, and treasury. Within each cycle, there are 10 processes; this
represents an average number of processes that the auditor could expect to find in a given cycle. However,
the number of processes could easily be higher in cycles such as revenue, or lower in cycles such as fixed

assets.

There are three objectives within each process, and each of these objectives contains two risks. To
simplify a bit, this means that there are six risks per process (multiply the number of objectives by the
number of risks per objective). Thus, the auditor must document 360 risks in the project.

If, for the sake of the sample, each risk had one unique control (this assumes that no controls prevent
more than one risk), the auditor must test 360 controls.
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To summarize, after the planning stage, the project consists of two phases: documentation and testing.
The biggest cost in the documentation phase is the number of processes that must be documented. The
project team must assess how many flowcharts, and how many risk and control matrices, they must
produce. Then the team must calculate the time they will need for these documentation tasks.

The spreadsheet lists 8 hours for documenting each process. That is a good goal to aim for, but within
that timeframe, the team must identify all of the risks and controls in the process, develop a flowchart,
interview the employees, draw the flowchart wusing VisioE
the results by reviewing them with the process owners.

If the project team can document each of the 60 processes in 8 hours, they can complete the
documentation phase in 480 hours. Because documentation requires the ability to run meetings, conduct
interviews, and understand internal controls, management-level team members are needed. The
spreadsheet here lists an hourly rate of $115, which might even be low for someone with the necessary
qualifications. As a result, the cost of documenting all processes is $55,000.

At nearly $1000 per process, the documentation budget emphasizes the importance of limiting the
scope of a project. Testing adds even more to the total project cost.

The figure of 7.4 hours per test (shown on the spreadsheet) is another average, calculated across the
range of Cost Advisors, Inc. clients. The reader may ask if this number decreases on a project where many
of the controls are IT controls, which can take as little as one hour to test. Statistically speaking, the average
would change little, because some manual controls will take much longer than 7.4 hours to test.

If the project team has written a detailed, effective testing plan explaining the exact procedures testers
should follow, including the details for which they should be looking, the high level personnel required for
documentation are not necessary. For this reason, the billing rate for testing is only listed at $70 per hour.
Testing controls then adds another $186,000 to the budget.

The reader should note that this does not include testing IT general controls (ITGC). The 300 hours
added for IT testing is a conservative estimate, and teams new to SOX will likely spend more time on this
part of the project. Even with this conservative estimate, ITGC testing adds another $34,500.

The next project element is the examination of the segregation of duties. This means verifying that
those employees conducting transactions do not also implement controls. Segregation of duties analysis
requires collecting data from the IT systems and developing conflict tables (these will be discussed later in
the book). This step will add another 200 hours ($23,000) to the budget.

As mentioned above, a librarian plays a vital role in keeping track of the various elements of the project.
On a six-month project, the librarian adds $25,000 to the budget.

Finally, given the wide range of expertise that the project manager must have, $150 per hour is a
reasonable rate for the team leader. This adds yet another $208,980 to the budget.

Given the conservative estimates and small size of the project portrayed here, the reader can get a
sense of how expensive SOX compliance can be. As a result, the auditor must limit the scope of a project at
the planning stage.

Reducing the number of processes in the audit is one way the project team can limit the scope of the
project. Eliminating just 10% of the processes in the examples shown reduces the cost of the project by
$50,000. The impact comes not just in terms of the number of processes that the team must document and
test, but also in terms of the number of hours for which the team must bill, including the librarian and project
manager.

Another way to cut costs is to use internal resources to do testing where possible. For example the
accounts receivable manager could test accounts payable and the accounts payable manager could test
accounts receivable. Also, if the company has subsidiaries, the controllers could be rotated between the
subsidiaries to do testing.

A third method of limiting project expense is a risk-based approach. While the team might spend 7.4
hours testing the high-risk controls, they might spend less time on the controls implemented to cover smaller
risks.
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These techniques can help companies reduce the cost of SOX compliance. The high cost is one of the
reasons that small companies complained so much about the Act early on. The reader should note that the
external auditor is not listed on the spreadsheet example, and would add another large sum to the budget.
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Identifying the Process Population

The diagram above shows one way for project teams to decide on the processes to include within the
scope of the project. A more technical method will be discussed later, but the project team can make an
informal decision by looking at a list of processes from a similar company, and using those processes that
apply to the case at hand (for a sample list of processes, see Appendix A). The auditor can map the
processes against company financial statements to ensure that he has included all of the necessary
processes. Also, the auditor can review the list of processes with company representatives. These
verification measures help the auditor ensure that the scope of the project covers all of the appropriate
processes.

One issue to keep in mind is that having two locations does not mean double the number of processes.
If for instance, one company buys out another company, but each produces different products, it might be
necessary for the company to keep the locations separate. However, the company will centralize corporate
level processes like issuing the 10-K or treasury. As a rough guide, the auditor could expect to have about
50-120 processes within the scope of the project.

65



Chapter 27 Project Scope, Schedule &

Resources

Chapter 2:

Project Scope, Schedule & Resources

Part 9: Account Risk and Assertions

66



Chapter 27 Project Scope, Schedule &

Resources

Account Risk & Assertions

Risk Assessment Matrix 1. Risk Identification and Analysis by
Account and Disclosure
Businass Significant Assertions®

Account
Financial Statement As % of Imipact Canc

Account/ Disclosure Total onF/s teristics C VIR R&O

BALANCE SHEET

Assets

Cash &Cash Equivalents

Accounts Receivable
Prepaid Expenses
Irwentary

Property & Equipment
Intangible Assets
Total Assets

Liabilities

Accounts Payable

Accrued Expensas

Source: COSO Internal Control over Financial Reporting i Guidance for Smaller
Public Companies

Volume Il = Example of Pre-filled forms

Volume IV = Blank Forms

Significant Accounts

The method described above is probably the most straightforward way to identify processes, but the
PCAOB and SEC refer to another technique. They use the term Significant Accounts. The Significant
Accounts method requires identifying the accounts to which processes contribute.

The concept used in this method is mapping the processes to the accounts that they affect. Mapping
simply means identifying the accounts that are affected by each process. The auditor does this by listing all
of the accounts in a single spreadsheet column and all of the processes in a row across the top of the
spreadsheet. Then the auditor can check off the processes that are involved in each account. If, after
completing the mapping procedure, the auditor finds accounts that have no processes mapped to them, he
knows that more processes must be added to the list. The mapping procedure is a systematic means of
checking to see that all of the necessary processes have been included in the project.

Mapping is also important because it allows the auditor to identify the accounts affecting a particular
process. This can help the auditor to gain a sense of the dollar amount of materiality that is relevant to a
given process. By examining the amounts in the accounts affected by a process, the auditor can begin to
understand the importance of that process in relation to the project as a whole.
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The third reason for using the mapping technique is more complex. An earlier example in this chapter

discussed the assumptions under |l ying ficorrecto financi al statements.

some concrete elements to verify the financial statements. The chart above (which comes from the COSO
Small Business Guidance, mentioned in chapter 1) lists these elements in the columns at the right of the
table (in abbreviated form): existence (E), completeness (C), valuation and allocation (V/A), rights and
obligations (R&O), presentation and disclosure (P&D). The auditor can use these five criteria to determine
whether a financial statement is correct. The principle behind these assertions is that the auditor will go
through the financial statements account by account to note which assertions are relevant in each instance.

In the first row, the reader will see the account Cash & Cash Equivalents. Existence is relevant.
Completeness is also relevant and the auditor must ensure that all cash accounts figure in the number
presented in the financial statements. Valuation is not relevant to cash as it involves estimates and

judgment. To assess the Rights and Ob Ddegtletcampamysactaallys er t i on,

own the cash in its accounts?06 Hopefully this is
Disclosure assertions are also relevant; the auditor must ask if credit balances or cash accounts have been
reclassified as liabilities on the balance sheet.

Of the five standard assertions, four are applicable to this case. Those who work with SOX call these
four assertions @r ellha wantterams siesr t $tomai.ghtfor ward;
account under scrutiny. Until COSO published these assertions in its Small Business Guidance, the auditor
had to come up with the relevant assertions on his own. Now however, the auditor can look to this guide and
use COSO's determination of the relevant assertions based upon report groupings.

Determining relevant assertions is important, because if the auditor can map assertions not only to
accounts, but also to processes, he will have a much easier task identifying objectives and conceptualizing
the risks involved. Applying the relevant assertion of Completeness to the Cash account, all of the cash
balances within the company must be listed in the Cash and Cash Equivalents account. In a sense then, the
objective is the relevant assertion written out as a sentence. While the assertion is one word, the objective

puts that attribute into a sentence to state it more clearly in terms of a specific process. For example, i T h e

objectiveisforal company cash accounts to be included in

Because the risk is the opposite of the objective, the risk is that not all of the cash accounts are included
in the presentation of Cash and Cash Equivalents. By identifying all the assertions by account and all the
accounts by process, the auditor can be certain of uncovering all of the risks involved. The COSO Small
Business Guidance is a valuable tool that can save the auditor a great deal of time in identifying relevant
assertions.
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SAS 106 expanded the five assertions used in the COSO model. SAS 106 expands the number of
assertions and classifies them into three categories: Transactions and Events, Account Balances and
Presentation and Disclosure. The table below outlines the assertion and impact on the financial statements.
Using the assertions outlined in SAS106 may add efficien
auditor will likely use the new guidance in the audit of the financial statements.

Transactions & Events

Completeness All transactions and events that should have been recorded have been recorded.

Cutoff (Proper . . . -

Perio d() P Transactions and events have been recorded in the correct (proper) accounting period.

Accuracy Amounts and other data relating to recorded transactions and events have been recorded appropriately.
Classification Transactions and events have been recorded in the proper accounts.

Occurrence / Transactions and events that have been recorded have occurred and pertain to the entity. Transactions and
Authorization events have been authorized in accordance with management's intentions.

Account Balances

Completeness All assets, liabilities, and equity interests that should have been recorded have been recorded.
Valuation & Assets, liabilities, and equity interests are included in the financial statements at appropriate amounts, and
Allocation any resulting valuation or allocation adjustments are properly recorded.

Rights & Obligations | The entity holds or controls the rights to assets, and liabilities are the obligations of the entity.

Existence Assets, liabilities, and equity interests exist.

Presentation & Disclosure

Completeness All disclosures that should have been included in the financial statements have been included.

Understandability &

Classification Financial information is appropriately presented and described and disclosures are clearly expressed.

ng_hts gnd Disclosed events and transactions have occurred and pertain to the entity.
Obligations, and
Xiujgg; and Financial and other information are disclosed fairly and at appropriate amounts.

Safeguarding of Assets: when not applicable to a specific transaction, add as an applicable assertion. For example, maintaining
check stock in a secure location is a safeguarding control but not applicable to a specific transaction.
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Process to GL map

Risk Assessment Matrix 2. Risk Analysis Mapping Accounts to Business
Processes

Compensation
Cash & Cash Accounts Retained Product Sales and Related

Financial Statement Account Equivalents Payable Earnings -
Business Process Business Sub-Process
GL Closing & Reporting (General Ledger Maintenance

Hon-Recurring Transactions

Period Close

Foreign Currency Translation

Consolidations

Financial Statement Preparation

Accruals, Management Estimates, and Reserves

Goodwill and Other Intangibles

SEC Filings and Other Regulatory Disclosures
Treasury Cash Management

I I T I I T ITITITI
rE =z =z =
I|I(T I XTI T T

Irvastment Sacurities
Feverus & Receivables Order Processing

Shipments

(Cash Receipts

Irecicing

Credic Notes and Adjustments

Iz T x T

Purchasing & Payable Purchasing to Payables
AP and Cash Disbursements

Source: COSO Internal Control over Financial Reporting i Guidance for Smaller Public Companies

Volume IIl = Example of Pre-filled forms
\/nliime 1\/ = Rlank Farme

Mapping Processes to Financial Statement Groupings

The diagram discussed on the previous pages mapped assertions to accounts; the chart above maps
processes to financial statement groupings. This chart also shows an example of a cycle labeled as a
process and a process labeled as a sub-process, but the principle remains intact. In the first column, the
reader will see the cycles; the second column lists the processes within those cycles; and the row at the top
of the chart lists financial statement accounts.

Note: The chart on page 65 showed a check mark in the appropriate column to map an assertion to an
account. The chart on this page uses H and M instead. These stand for High risk and Medium risk (Low risk
is not shown on this chart). Determining the level of risk will be covered later in this book, but for now what is
i mportant is linking a particular process to a given acc
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Mapping Assertions to Processes

The diagram above shows the link between the two previous charts. The first chart (on page 65)
mapped assertions to accounts. The second chart (on page 69) mapped processes to financial statement
accounts. Now, having connected both processes and assertions to financial statement accounts, the auditor
can associate assertions with processes. Knowing which assertions are relevant to each process allows the
auditor to define objectives for each process since the assertions are one-word identifiers of objectives. The
auditor can then turn these o0bj e t®hatooddgowrongonthewaytos by asking
achieving the given objective?0 This met hodgalofthes t he audit
risks that he must document.

To summarize, the first step is to map GL accounts to processes. Secondly, the auditor can use the
COSO small Business Guidance to identify the relevant assertions for each account. Then he can associate
relevant assertions to each process. Finally, by turning the assertions into objectives and the objectives into
risks, the auditor can be certain of creating a rigorous documentation plan.

Now that the reader knows the procedure, it is not usually necessary to go through all of these steps.
Because SOX has been around for a few years now, much of this work has already been done. By finding
others in one's network who have completed compliance projects or by talking with consultants, the savvy
auditor can avoid starting from scratch by sharing what others in the industry have done. Unless the
processes are industry specific, chances are good that someone out there has already compiled the
pertinent information. However, by understanding this technique the auditor can properly assess the risks in
all industry-specific processes involved in a given project.
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Project Timeline
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Building a Project Timeline

The diagram above represents a timeline from an actual SOX project. The auditor must present a
document like this to the company's steering and audit committees. This particular timeline is for a company
operating on a calendar year. The auditor has coded the tasks on the timeline according to the hierarchy
shown in the pyramid at the bottom left. The project team plans the project early in the year. By the end of
the second quarter, the project team should be done planning and determining the scope and should start
the documentation phase. The team should complete documentation by the end of the third quarter at the
latest so that they can begin testing.

The reason that the chart shows some testing during the third quarter is to uncover any problems well
before the end of the year. The project team will find testing exceptions and design deficiencies that they
need to correct. SOX gives some latitude to companies trying to comply for the first time. If the company can
fix a material weakness by the end of the first year, it is not required to include that MW in the annual report.
Beyond the first year, however, any material weakness must be disclosed even if the company fixes them
before the end of the year. It is for this reason that the timeline shows an early completion date for the
project.

Oneimportant aspect of SOX that t hefotriwaeldi nteefevarensg . o tRorldpr e

testing means that most of the testing should be completed near the end of the year (ideally during the third
quarter) because the CEO and CFO must sign the assertion statement at the end of the year. If testing is
done too early in the year, the company runs the risk of making changes that could affect the controls that
have already been verified. In other words, if a company implemented a new accounting system during the
third quarter after testing in the second quarter, the executives would be signing an assertion statement
based upon the old system that would not reflect the changes made. In short, if testing is done too early,
there is no guarantee that the processes would still be operating the end of the year.
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Companies can do some early testing for section 302 of the Act, the quarterly assessment. Companies
often identify high-risk processes and test them nearly every quarter. They usually do very little testing
during the first quarter, but will conduct some tests during the second and fourth quarters, saving the bulk of
the testing for the third quarter.

Often external auditing firms will require that the project team withhold a sample from the third quarter
testing to be verified during the fourth quarter. The danger with this method is that the third quarter testing
may pass, but the sample reserved for the fourth quarter might contain problems. In that situation, the
company might not have the necessary time to fix the problem and would have to report a material
weakness to shareholders.

The reader should also note that the color-coding representing the external auditing phase on the
diagram starts out light and gets darker toward the end of the year. This represents external auditor
involvement throughout the project. As mentioned earlier, the project manager should try to keep the
external auditors involved throughout the project because if external auditors suggest scope changes toward
the end of the year, the project team will have great difficulty adjusting. The project manager should explain
the scope, documentation, testing time frame, and findings (including deficiencies that are not significant
deficiencies or material weaknesses) to the external auditors along the way. This will help avoid any
surprises that could compromise the project late in the year.
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The O6Wedding Cakebd

Testing Coordinated with

IT Applications Application Superusers

Data Centers, Operating Systems,
IT Infrastructure Networks (IT General Controls)

‘Tone at the Top’

Company-Level Controls

The Wedding Cake and Entity-Level Controls

The fAwedding cakeo diagram shown above represents

COSO Cube. The bottom layer of the cake shows company-level controls, also called entity-level controls
and fAtone at t hreone; thigpwaé thd bottorn hagep df ehe COSO Cube (called Control
Environment). The next layer of the cake is IT infrastructure, which includes the network used, data center
servers, operating systems, intrusion detection, and backup; in short, all of the concerns of the IT
department. The layer above IT infrastructure is IT applications; these are the software packages that the
company uses, such as the GL, A/P and payroll modules.

The reason for the distinction between IT infrastructure and IT applications is that business processes,
the top layer of the cake, rely heavily upon IT applications. For example, a company relies upon many
different reports. Completing a reserve for bad debts requires producing an aging report out of the order
processing system in the accounts receivable module. Because of the close relationship between business
processes and IT applications, the auditor must consider these two layers in tandem during the
documentation procedures.

On the other hand, the auditor should consider IT infrastructure separately from business processes
during documentation. The sample budget developed in Chapter 2 included a separate line for IT testing.
Testing the IT infrastructure is a separate block of work, and thus is distinct from IT applications in the
diagram above.

Why represent the project structure as a wedding cake with layers stacked on top of each other?
Theoretically, and in most practical cases, a problem with the IT infrastructure means that the company can
neither rely upon its IT applications nor trust its business processes (which are affected by IT applications).
Each layer depends upon the foundation beneath it. If it is possible for a hacker to get into the company
database and change A/R records, then any aging report generated will be incorrect. Employees relying
upon this report to write a bad debt reserve entry will be basing their work upon flawed information. As a
result, any problems with IT infrastructure must be evaluated in terms of their influence on IT applications
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and business processes. However, the auditor will document IT applications and business processes
together, but he will document IT infrastructure and entity-level controls as separate pieces of the project.

Examples of Entity-Level Controls

Integrity & ethics

- Business Practices

- HR Policies

- Whistleblower procedures

- Performance Evaluation process
Board of Directors

- Minutes

- Governance Guidelines

- Audit Committee Charter
Operating Style

- Risk Analysis

- Employee Turnover

- Financial Manager Code of Ethics

- Travel to subs

- Management Incentives

- Recognition Awards
Organizational Structure

- Org Charts

- Job Descriptions & Classifications

Entity-Level Controls

HR Policies
- Hiring Guidelines & Procedures
- New Employee Orientation
- Background Checks
Risk Assessment
- Sarbox Process Documentation
- Business Plans
Info & Communication
- IT General Controls
- Division Reviews
- Accounting & Finance Meetings
Monitoring
- Internal Audit function
- IRS audits
- Regulatory Audits
SEC comments
SOX Steering Committee

Entity-level controls are the bottom layer of the wedding cake in the diagram on the previous pages
because they are the foundation upon which business processes and other controls rest. Because they are
the foundation, the auditor should document them first. The list above shows some of the elements that the
auditor must consider at the entity level. The COSO Small Business Guidance contains a good list of the
issues that the auditor must cover when documenting the entity-level control section in a SOX 404 project at
a small company. The list even includes examples with indications of how to document entity-level
processes. The auditor can modify the list to fit nearly any company, saving a great deal of time and avoiding

the need to start from scratch.
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Entity-Level Controls Documentation

Entity-Level Controls i COSO Small Business Guidance

The page excerpt above (from the COSO Small Business Guidance) shows an example of the COSO
list of entity-level controls. Within the control environment, there are many sections, and this represents an
example of the first section: integrity and ethical values. The objective: top management must act ethically
and must have a set of standards of conduct for financial reporting. The auditor must examine the following
piece of the objective: has management developed a clearly articulated statement of ethical values that is
understood by all levels in the organization? The company should achieve this goal. The risk is the inverse
of this objective; the company does not have a clear statement of values. The controls are the employee
handbook, which contains the ethical values, and quarterly meetings, in which the CEO reinforces these
values with upper management personnel.

To test these controls, the auditor must select an appropriate sample of employees based upon the
company population size and ensure that members of the sample received a copy of the handbook.
Alternatively, the auditor can check signed employment agreements stating that a given employee received
and understood the handbook or completed training that covered the company values. The auditor can test
the quarterly meeting by examining the meeting agenda and listed attendees, or perhaps electronic meeting
notices. T haal isata veiifyt that these cgntrols are actually in place; do employees have the
handbook, and do the quarterly meetings take place? Auditors using the COSO Small Business Guidance
can take the examples from the book as blueprints for the documentation procedures concerning entity-level
controls and adapt them to the given company.
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